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'Si' 



a i _j rt oJ^-^jQ d a 1 1— i J 'j 

^objj ^ U_" multimedia streaming 
^j_d^?l ^ol >ij a__L_ a^uii^ BBC iPlayer 
Jlo Multiplayer Online Games ^Mj^l 
^uol Tunngle 5 Hamachi ^ob jj 

ClOUd ^joIjj <J_jQ (Lolli—O <_yaljx.^/ (5>-' 

■-.»<.. *.n o__* _ao^3 I-* Computing 



L$j^5%j 5> i$ Logical IPs ^ws chis^ 
^ _Aii_j Lg_, a__l_JI routingJI 




Torrent Jl Skype Jl ^oI-jj 

ctJ! $-°'->? f&i J^9 ^>^3 

ajoLjjjJI ^" '^'"'t 3 _aL_ ^ _ ; _ « _J-o-c 

o__kl£ _]^J^ ^lqUj-JI _Ujj ^ _aL_ ^<;-«j) 

•Q5_vj _j| Jjlaj-oJI _jjq (_>lliJ £j_aJI_J9 "■ *j 1 '^M 
J-- <*-Q jO^M-U __j >-j^l J_"_^_5J5 >J j h*i i 

.3u__l > ii , _l _jKl__J| Cr I& ^o_bA49 63>- >J 

( y i-JUL VPN Jl oojJ^ ^Ir. J < ••>■ j 

^1 II^J c2LL_al jlil "■'<;■•>■ l^jl Akj 
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I Ml 1) ^OQiriQ 1 

Key-,, 




RoutingJI 
Routing _U 3JLi>la ^JLi 



j o J < >ii j cr L»J9 Based Routing 
key pl^isJI <ujJ Lol a <..*.ii ^ jl^JI 

c>° -r4>° J 1 ^?- c^l ^ LLJ -9' -h^IWII 

Distributed w n— j J.9^ >lc- oi^ 2LJL»5dl 
3/%.%A,Y... n ii topology Jl Lol .Hash Table 

jqLc J < ill J (j^J^ ^Tq-^qII ■ '-'^ , A IV A. V A 

jLIj topology >i£l ^ Ring Jl jms?i 



cLljL^jqI <LoLia] ^Q.l^Tniq II ^joLjjjJI < inn 
J^KlAJI oJJh JjLo o^-Lj ^1 ^5JL5dl 
^Jl L&pljl ^jjo JoloiJI ^Jl ^ j^j )jjh$ j-'l i o 

IP ^J^l i>o ^ 5 cSlo^^aoJI OSI Model 
Optical ^ SONET/SDH Layer 9 Layer 
^Li LojLu ^o L©£$ .Site Layer 5 Layer 



IP layer 



SONET/SDH layer 



Optical layer 



Site layer 




J*?...-; «i<3 Skype Jl ^9 L^bJ SlloA^JI -■!<..'>■ " ^1 ^iyL Ji > slj Ji^ I jjp.1 

.Torrent -.iai^m 2^ jLiuj ■-.!<..*. ^ 2L*j>-j 3 ^ L&lL^ LLT>^J 2^ ^AJI ol^ 
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skype 



r 



Normal node 



Skype login server 



Super node 



Super node 



JUij^Lj *j_dl 5 skype Jl ^ob >j £io xi 

jaxi ^oj 0J09 password Jl^ username 
Jaj^j ^ node iiijLS I jLi mode Jl 



jl^aJI cache ^ super Jl 33^.^1 

A.S9 Llii^JI j5>q-j jj-slII jIjj-j^ ^jLslII 

Jl Itiife <jjO OAjLo ^QfrJ ♦lZjLLqJI ^Jl J i^I J 

034^1 JMvTml aJLc^ LL^) super 

(J-LJ cLqJL^jQ (J-O-C J-Lc (^JUQil ^ if nip II 

L^j^aj super Jl a^L 



<3^LLsdl 2UjLLj SUperJI cc>jljjLslII 

43I5J-C oJ-Lc Jj^j I^Li dUjJ ^yLlI 

super Jl ^jo o^Lajy iA-^'-i" 
SlljUj J£ ,oL£. J < ■*« ;j tojU-jl ^ nodes 
jLj^ Lgijj Uii o^ 15 ^ super nodes 

.(j_LSjQ (jloi 



Peer to Peer^ol^jo^ Skype Jl 

^Jl aiLbl VOIP Jl ±Ix>a± fiAZjs 
instant messaging ^LUI ^Lo^iJ 
.video conference 0 . ^aii ^Lq-IK/j^ 



2003 foLc ^loLjjJI I j jj) u-> ~ 

(3^J^ 663 JjSjLuJjQ J^LLLj ^ 

AiioijQ 2010.1^1. 

.201 5 ,oU- JjJ^» jULo 1 ^Jl 

-'i< ; >i^lt>o Skype Jl >ii5ijl^j 5 

t Mill ol^ pLlj / _i) ,1 1 nvT 

♦ ♦ ♦♦ 



^tL^j ^jqLjjjJI Ij.^ ^IjAjLujI til 

*JuJ >^l jl^JI IP ^Jl ^^TnlQll 
L^J-jLq^J^I 3jlLqJ5LII ^OJLJ A< « ^ (Jl L^-J^fl 

Lol ♦JjlLq a5Lj l(jj^l ^jjlLLuj Lq-^ 

Skype ^Liijj ^ ^1 2ujU5LqJI 

(j^J^ duoLsdJ cLLLslq ^g-o Lgjai^ 

<.nodes -■'<;•>■" ^"^ 
node normal Jl 5I ^jLsJI p.^?...^n 
super node ^.^1 ^^illj 
3xoIj <>£J9 ^jLsdl node Jl 



ll^J JL^j^I 2lc y^i Jla nodes 
J^^JI SluKa^ .iij >Li^l £A node Jl 
>kf tjJjioj jl node Jl ll^J jjijUcJI 
dXij i r ^,-0 NAT Jl (J qc?..<j ^/ 1 -x 1 

global cUuAj^a <U oaliJ I IPJIo5^»S 
^I^Ij ^Ul oxJI J^la ^1 3lqM IP 

jIj^j IqK £_fbJL9 node Jl Ij.^ cu.i 

j^al^Lo J^iij skype Jl JLq^ThiI 

.Super node 
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metadata 



URL (js. a jUc 3^*9 tracker Jl ol^ic • 

ojIjL rO^n-j <5J.II (5>^>oJI j.i jj-loJI 



Ul 



o^jj^j ^ai-J 5 chunk checksum Jl • 

SH A - 1 ^ o ■ ■ ■ '■ cLijQ jjl^A pi aA, •?..<! t 

<_L£ ooLi-Qj hashing algorithm 

JLoi^l aaj chunk 



BitTorrent J I oL° Jois J^s y> U£q 
2uLo£. ^ Peer to Peer ^ * 0 ?j 
^LlLqx. ^ Client-Server ^jj^ Jlill 
.tracker Jl o-c. ~<m^?" 3 ^j] 
BitTorrentJI 2ufn< -o^iu (^^SJo 

_j (j\9 a (JjLq oLl^, oj^j jjx. ojcVi ..i 

:BitTorrentJI >l& olLlo^j 

jL^J^ $\ ^JjkjLuXQ J-^-Q li— )l ^ II^i^qII 

cUjqL^j ( J-jLqJI 5I (J^LoJI plj^J ^-lq^ cujJ 

J^l u.iU jL^JI^ cseeder 0 qmi> 

jO^-OJ <-Q£ojJ jJI ^Q.I^TnlQ II Lol ♦(^-^LjJ' 

juS^ leecher U Qnni Jj^jJL 

leechers ^JaL .0,^ il seeder 
ox. jjLa^l^o <uxl tracker JL6 lJJU 
2Lj311JI oii^j leechers 5 seeders £±09. 

.torrent 




BitTorrent~ 

3<..i.i jiioS jjIju ^jji AaLi 

Jl 5^ SLLubl jli^l ■ ".!<..*. H Ixuj J n «?-.~ 

^iil 4>o BitTorrent .BitTorrent 
Peer to Peer ^UioJI 3i£ jLiuj ^ol >j 

"■I a 1 0 II 1 q ^ *r I ^oLc J ^ •**' » t ■ ^ o 

J-LQ II ■**'! Q I Q I .x-wj -k^ /(^ II « << II 

<_p3 >sJI ollJ^ L£^ I (jhvni1 (^j^J ^yLlI 

.Real Time Streaming ^UJI 



L7 i £ . ^Lj^L BitTorrent Jl ±olsu 

jLj ^jI j #I>J ^Jl ^LoicJI ( qjL^i£j 

^1 oIa >J iiiijj cchunks w t-" 

'^■■•■^ c Jx. chunks Jl 

*^ ■"' ^ I C 1 " I ^ II JjLq^j p II 



^jl^Lo J < s^^l oi£ 4>o chunks 
Load jl J^l JIqj Uxj Parallel 
BitTorrent Jl o! cr 1 ^ ^-9 -^'-9 >^ 



(J_lq_^_j die LaJoIj .10 ^3<3 ol^ 
^^1 c^LdiaJI culc jilj JjLo 

j ■ ■■■ II (jjo (Jjiajl j dul ^/l Ia^ (jjQ 

.Mia HTTP Jl JLosi^l aIc ^I^JI 



Jl (J-oX. SLojjia 



Jl ^Jl JjLo ^iL^aj Laj-Lfti .BitTorrent 
jI^LoL JjLo cLoaj BitTorrent 

(torrent.) 
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^LH^ JrJ Li J*^* 

i A n^ tracker JL JL^j^L 

^Q.I^TnlQ II J-J9JJLJ ^juk^fl ^O^-Hj 

tracker Jl < Us. , ^iij Lu* < Jl 
client- JL^j^I J^Ijs 
cpeer to peer ^1 server 

(J-H-UI cLlJLqx. I ajJ ^oj (3-° 5 
i_oJ-qJI J .'. ^ ^ *' .U»j?/?ij 

/J ..1 1 ..iin /L^jaLJ 




Legend © p e er 

•0 Seed 




Download 



Leech (BitThief) 
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l.'kEs 2hSm 
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Twufer 

Time Elapsed: 2m 35s Renuinirrg: 2h26m 
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1S*\ 



Wasted 266 kE h*shfails; 

SllJr 17 erf JJ cwif>«KrifJ36 iriTwjfr 

Pee** 0 «?r Si conn«- s d f> ir. v^-nrn) 

SKsfe Rjtic: QlDOO 



1393x512 kE |hff.* 216 .« 



EIHI:2»nDdi 



O D: 2992 VB/i Q 113 kl/s T: 1093 ME 



Ur 1J> kE."s D: b& tfl.'i T; 3173 IB 
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Jis-Lds 





Jill' jjiiJa^JI ■ ^.^'iflH J&4il 



jJtU 1 jijjQ^JI - _i.^'mM J&ull 

"'Redhai System Engineer 



III! II III] 

EGYPT I 



Batch command - 2 
p^ .iijLi UUj at J1q J^li batch >ol 

1(3 j o J-jj-j ^jlJI jjqI^^/I d eg o a o 3I jjQ^fl aja^JLj 

■QliSllJI 31k OjI_lLLI_J QJLuJ ^ jJI cLi^f JliAgJI 



iijLi at command oJU. ^.i ^JJj 



JLlAgJ I3 I^AJLILLj J-JJ-J ^jlJI jjqI^^I J-J jj^JLj p3-£-j 

^JLsug J^Iuq (jl^ IjI L7 1sl^j aUL* l2ijL£ ^1 

cLjI pfloll <*l m9j y 1,1^-6 ^ 3I (5>il lIjI 1 1 qC 

LqI jjoI^I oi^ J JlVnlT 1 pi PS 1 II p5-QJ lII-Q^JI 1,1a 

P3^j pUaJJI (jLi batch command oJU. ^.i 

load J-c^JI 05^1 Lqj_lc jjqI^I oIa Jj.o.^y« 

• at and batch commands Jl ^ 

cuLL^ A5Lj (j-LSLQ tiling jjaj lILjI 3A Lo^i 

o j_j jj^JLj p^iLj I pUaJJJ cL^jJlj lILL^J^ JjQ^/I 



cd^oll ^Jl >S J Mil ^.i 

(JLSjo lIj.£|j..S J^jL-uJI jj-slII 

J^sLj C7 1a j^niiim j-jI^j ^J-C j-ol^l d-}±SU 

3-A3 krnn r l \ j jjqLj j-jgj II jj^jq ,~i A 
cOc ^il^l IjUJ UNIX ^cdi* 0^3* 

^.i pUaJJI J-C^SU jjQ^fl J-S^ (jjQ ( J<qT1 ^-U 

at , batch , and cron 

At command - 1 

\l s ^~ CyQ <*l i^oj 5-^3 
Ij^ (j-^J^ (3-lSjq jjqI 

I3 OJjQ (J-O-SU JjQ^/l 



AIX Unix ^ ouIaJI ^ 




not -» ■■■"*■ j 



repeated 

At < time you want to run command in > 
Type the command that you want 
<ctrl+d> 

3 ) y>y\ cull£ <>o lIi^IjI ^ijl cr isLi Ctrl-d 



# batch 

banner hello > /dev/tty3 
<ctrl-d> 



# at now +2 mins 
banner hello > /dev/tty3 
<ctrl-d> 
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_i ^LLuJI />q cJLLbLl^^l chilli iiiLj ^JLaJI 

♦ joLkJJI J;*-" 1 dui jjlq Ij^ ( c^jq cron Jl 
<cLpl >ij»ioA cron JL oaliJI entry Jl 
J < »ii j entry Jl l^JAjI 03IJ <jlLl5lo o^jJ^ 

♦ l— iLLjJI Otiife cLii) ^ jJI , 0 1 q 1 1 ^1 ^ i^t 



Format: 



Cron command - 3 
repeated ail £±±* j^Mb^l cr Lc ^go^l 31*3 

^jlJI ^qI Q(j q II jj^I oj_g.i> ♦ <lLl£jq dJLiii cLcLjj 

cron command JMk ojq I^j ^$£3 ^1 
ojq ouJaLi^l ^lij iiJ 3I backup £3^3* ^ 



minute hour date month day-of-week command 



♦ L^Lll^ A .,1 II a r, L . 1 1 1 

♦ ♦ 

Entry : * 6 * * * startsap 

J^jLoJI JLLqJJ M i o 0 (OjlEJI J-S j^-Lslj * LL<&3 
^| ^.i) cuLlJjj (^l (jr JLLlLS cu_jlj.i> ^ * U> v . . 1 \ 



^■ni i^ l^jlo J -,<>"- olLloaJI : Minute 

(0:59)LgJ^lioJl 

cl^LlqJI AjLoJIg Lgxa Ji''"' ( _ r UI clcLuJI : Hour 

(0:23) 



I clcLlJI .lie j ^ - « ^1 



I 



j^^slj ^o^qjLlj j^ni 11 ^oL^/l (5I :Date 

(1:31) c^LuJI ( ojl£JI3 l^J Ji9,Vi1 

^ojlBJI^ IgljJLiu-j ^o^qjLlj j^^.v* 11 ^1 : Month 



^ J^c>o J^l^l JiAjo'^: >l JLLo-2 
^03.1 J_5 2-JJJI3 olLqUJI olcLoJI olslq^JI ^1 ajJ 

Entry: 14 7 * * 0-5 startoracle 

^l ^03-j ^l c^JlULS ^IjI >o ^i^^nil lILI ^1 
lILlLc ^ q q ^ II ^Jl jj^^fl (jjQ ^il^j cU-ujJI j ^ - * 
^jjJI3 olLoIUI ol^L^JI J^l ^1 JjL^iiili ^03^1 



(1:12) l^J dL^LUJI 

^^slL*! ^oLI ^1 :Day-of-week 

(0:6) L^J ol^LLqJI ( QJL&Jl3 t^I^iilj 
V^h 3 c>j-lj^I ^^iaj 1 , a^I ^^iaj 0 LL^3 



I j_Lb_j Ij.^3 Ox ljulJI ^03^ w 1 °** (jt-^-"3 6 (jr JI Jj-^-j 

cLjI AJ ^ ^ Jj^^fl jjjlSLj jjQ^fl Iai^ ^i) cU^/ 

^3 Lj-U^I 



# crontab -1 
# 

# COM P ONENT_NAM E : (CMDCNTL) commands needed 

#basic system needs 

# 

#03*** /usr/sbin/skulker 

#45 2**0 /usr/lib/spell/compress 

#45 23 * * * ulimit 5000; 
/usr/lib/smdemon. cleanu > / dev/null 

0 11 * * * /usr/bin/errclear -d S,0 30 

0 12 * * * /usr/bin/errclear -d H 90 



tor 



i^.^oy..,! l^jiAiij ,oUaill ,o3£j ^1 entries Jl <^\l ^3^1 J^AJI 

{ . crontab -I ^JUJI ^^fl ^IaAI^L 

Note: all materials, information and shapes are property of IBM 
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i i 



o en v i II O-ojI 



^ 7 ^ rtj Ai^Tfi ."il.tlg.LVt oil- ^ I f - jJLi 



mini in 

SYRIA 




IT J! ^LLii ^ jjblg/'i l >o-qA JoicLo! ^^lc <j*LLqJJI d^Ld jtla as_j 

Jjdi) c^"-'' 15 L^jlq .iJjLIj NetworkSet 

l^«>> l ^* ^> ^jLlUI L-L^a I ^JLliI^ <j1iLqjJ! JjI ^MqJI o^-S-J 

I^i dujydl ^ jbJUl^ J^sJ! ^ aiiigll ^111% .IjLjIjaJI 
.Juoj! ^LJU LLLu IaK Li MIA! .nlT^-. J^sd! .iiULd ^lu^ ^5^' 9*9 ^ cr^^ J! LLi ^ J Lb>*^3 bA±iu^ o^J la^Lq-qJI o^q 

****** ** * * " « . « 

d_Lo_l_sdl ^bj^ ljLaj! jaJI ^Lc- Ia^ o^ja£ o^^Tm MioTuiq L^ajI^-q laLajLqaJI ol^ Ji/a pl>il ^ ^o^Laj <jl ji-o^J! o-q 

C^aj L1I3 oliLLUI i^JAjl^j « JjLxj! <^Iaj idLi* o^Ij .olij^l C7 J_uq oliLall! >A! ^oMIj^ pLuIj! a >^ ^1 

.dJ^l^j ^oj Lq ^ ^ jjA aj!j ^oMUI ojjj cuij ^oaq! JLiLo Jl^ ^.ic ^nioi » L^icL^ ajl^I^ oIjLoII! Ia^ jKi! 



MCITP oilpti 




MCTP - SERVER ADMINISTRATOR 



MCITF - ENTEBPfilSE ADMINISTRATOR 




tun rj 440 



TOTAL THREE EXAMS 





Microsoft Certified IT 

^jLLo Mj^ a^^l Professional 

^ij L^ja^LIj ^jaH 0 j iA II C>°9 oaL^_iaaJ I ,Li_s2jQ 



e>Q a_ojA ^1 5! >i>AuJ cH-°5 J 



iLqaA 



^ j » < || dj^J^^Lfl tfUAJ ^nllul 
J| ojL^AlJ dj_LAjJLj MCITP lA-M V»g lIlQ^-laJ^^jLo 

^ r) V ^ 1 qJ I (^yiSLJ L-Jjiij MCSE 

p p ** p 

l 7 iLjj c>U 2008 >bjjl^jJ ajulUI^ 2003 
jaK aja^JI jIa^^I ^yoJI ^ ^aIIJI 

p p 

L^jlIc «IU II ^lluoI^ ^5^' l)L1jQ ojL^_ajJI olifc 

p 

^jj| ^j^^/n II 5J <^>I^j ^6-^-5 l>° >f^' 
JL^jq ^^ij j_uA MCITP 1 1 1 In »^ diuio^JI ^h^LJ 

(3jQ ^Jl_Q-J (jJ^ dLQJLQ^JI O S fTN ^lul d iJ 0 1 II 

MifcU. (jL^ 5J Lol MCSE aU_o_j q^>^/*> , i Io^j 

p 

, d q 1 II (Jaj^ c I ' ' ' LajLc jjq^I iTiiij i_q^ u i o 

MCITP - SERVER Lol ajl^UI oa^J 

. "il oM V-n*VI ^> »>>r)*» i_Q^jjj ojr) ^ Jl 5 MCITP - ENTERPRISE ADMINISTRATOR 5 ! ADMINISTRATOR 



TOTAL FIVE EXAMS 



OJJ >ctiAJI <-i\J{ ri-sQnll 



13 



® NetworkSet 



Issue 24 - March/ 2012 



CISCO 
CERTIFIED 



CCNP 



CCNP UlSlI 2^l^J 




* p 

Jjlj_sLoJI Jbuo ^ ur J>5dl ^oJLsdl ^ >f^' L ^i^ j hi nil IjJIjLq ^jU!^ 

Cisco Certified Networking Professional h^l^h ^ Lja^ d\<>u'u\\ 
L^jLlc^ I ^ j_o ^ 5 ojL^I oi^ dLojL^J! ((Routing & Switching 

p p ^ f 

j_q l>> ^ II «lo djJLo5Ll! cL\Ld II C7 lc <j^J O^l^J cLlf) I h 05 Oj_LJ_^ J-Q-S-ll 

p ♦♦ p p 

r) r> CCNA duL^jQ (_95-Q L^ju I-^-q (53-° 1 (j; j-H^ J)^ "< 1 1 duii_LsL\ oajLq ^j2^ Lq-q jjI^I 

♦* *♦ - 

p 

l ^» n ^0.0^ II djJLoS-l! dji.LaJI ^^lc ojUlLuj^I ^^-Q-lj L j-^J J-^Lnoll J^J o^oL^JI 

p 




ccna aiiiiii a^i^j 



J .^^"w j II » <jl *t 0 II ^jjLJ dULj OjjQ I (g u 1 *1 ^bjiuJ ()^»»I1m> J9-XJ 

Cisco Certified f^WI ajl^ ^ a >JI oi^ ^ auiui >jl ^ 
J^U <jjo dU>L2.^ Lq^ (Network Associate (Routing & Switching 

p p 

^ybjL&Ll! Ijj2^^ lIlq^JI OLiiu (jtjblflili II Lii^ j^aj ^jl 0 ^ 1 1 

" p 

dLQ-lLoJI II ooilj ^1 ^-SjQ LfJjInlgll (J5^ ^1 J^-SLJ plj^l L;r o 

till i quiqJI LiiMLk^l ^ajq^ J-o^dl (35-ujJ 3JLlq_^ J| ij lilhTp JI ^ 9 

***** ♦♦ 

^J^ Ia^. oj-lqjq^ cLi^_q ojL^jUI ,(jLj|jLg-ilj II I T K ^ "» HjL^jLIlqJ I jj^J tiLljJ 

( _q o^jll^ ojLjJ JhAs^gg L^_Lq HjIaj LjLq ^oJLslII llifc ^^i) j 1 qTI I ilLajjla L;r Q 
^plj) jjjlslj L^_jI ^1 .!«..« I gjJu ojL^jIj L^_j^ (jx. jJ^JJI (j^^ 1 , I($T ni ljj 

dUoLsdl IjLq^Is-oJI (^ic ijKinilJ ^Lc ^ IjIjL^UI ^ol ( u ^\A\ 

P - " p 

90 dj-LAiJu ojL^jUI ol^J ^oi^Lq pgajkjlj ^ d 1 uii IL5 lIlq^JI (3-o j-ll^ 

p 

1 L^LojI jilsuy Lszj La^ ,CCNP L;r Lc J_^La ^ /(» (3jq J ^ c^l 

p p p 

djJLe*5Lll dL^LoJI LLjJJXJ <>U Lbjl L^JLo^l bLi Ojl^nl II O Aik J^-J (j-O 

a^^AJI i^il^ 5J a^Li Mj J->^A aj^j^ 0^ 1 6'^'' £^9 ^oLsdl 

♦♦ p p p 

" . L^l^J - <:> ^ Ia^. Oj ) Ojy^l L4JAJ 9 1 UlijJU^I JL^Q J-05LJ 





CISCO 
CERTIFIED 
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CERTIFIED 



ASSOCIATE 4 



DESKTOP 



VMWARE «juIjJI SjL^oJ 




J+i a 9 \ 9 ^jLW! .j ni^j ^bl^AJI ^jlu>j ^ ^.IjJ! ^ VMWARE oLm 

** p p p P ~ . I 

JjqLslj L^_ijJ dL^ jjIj LijjLa! j^ C7 1o5lII jal^l <*jq ojjA l >c LgJ Jj^-u^l LjLq ojL^jU! o 
J_lq1llLqJ1 jl Aiilcl JL^oJ (^JLlqjL-OjQ ^r\\<s Iglsu^g <j^J dj-o^^J! oj^^l ^3-^ £a >±f^ 

Bj^JI o.^'i £jQ olV^vl <"lK jl^ ^jL^jjUJ OjJL±^ Jjl j_LQjQ J_Q£J Lg-il L^^OA^ I4J d I nil l b >-Lf^ 

Desktop Virtualization J! <jx ±A^n ^l 9 ^\ , ^bl^U! c>q jL^. VMWare J ^L^J! 
^ ^yh 9 Datacenter Virtualization ajJlUI^ VCP ^y^^ VCA biui jb^i^ ^ ^5 

VCP VCA IaIijq JjLj^I^ix) J^Mj 

♦♦ p 

L^lc (JjoL^ JLo-Q (j>r\ \r\ ~\ I j_q_q 



LPIC AwwUdl oJUiJ 



* p p p 

j,< j l^.^l l ! j plr . J< *t . IT J I ^gJLc ^ jX^^I ( in^i II J i Villi II dd^if (j^-^J jl Ij-LO ^IC- 

, Linux Professional Institute Certification ^5 djublji^l 0^3^ ^bl^ jUi^I 

p p ** * p p 

ojLgAJI jl ^jLalcL j^J ^Lp. ^ IjjLjL^ cLqIa^I ^qJ^ L yi£^l±l ^^uj ^ °>H^ c^l filial ^ 

aioj ^015^ Network Software Jl ^oJLc Lil^LJ ^ lhJ 1^ o^±^s ^-o^q 

ailoUl CompTIA ^oJLc (jjo Lli^^iLj .Iijl^j ^^^LlI ^oJLc Lil^I^ .^lo^^fio ^ 

^ .111^^9 + Linux ojI^ 

p p - p - p p 

J<^' « I4J it/) iMI C7 il>l^^l ^OJ IajLLqJI (5^T^IQ I iLSLQ )A±J ^Ijl^l Jullull^ 

^bl^idl ^ Jmlmi .liic^^^ ^ 5 ^ ^1 ^LbJ a^^l RHCE ji^f j^ 

.^_o^l ^oJLsdl ur & cLqjJL^jq dJLljo I4J ojI^mi RHCE Jl L^J lo^io 



p p 

^^1 d_uj|jjJI j|j-Cl (JjO i^I^T il ±& l)5^I Li^ ^t-II 

p 

** p p - 

^•jU ^ \l 1 o v , , 1 n lIjIjI^JI jr)lo i i (jl JjqI ^t-Lc- 

p p 

^^jjjdl ^aJLsdl l >o-q.j JjLliLiij^ (3-°-^' jL^-ol 

^■^JLQjQ j^^ 1 O r) " l (JLi-oJI LS-lLsC} JjjjLjQ (J ^ ul I 

** p 

i p l i p »Ij5 (ji^i^ni L^Q^ toLc- JjIjjA^ pljl 

p * 1 ** 

^ H « 1 » jjQ jLliil^ LjLliil (jjQ 
^^ic dJ^^OJ^ djuKjoJ jj5LJ dj-oJIx. ^jIjL^Ij (^ic 

(jjQ I *ir) ,,1 i °\Sr) J 1 ^ T m I qJ I ^-Q dLQ^jQ JjQ d <T1 ) 
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Netw 



Magazine 




rkSet 



First Arabic Magazine for Networks 



v>6 (TXxftLwq i iyp i £ l \\lr\ <Rj6 
Q/Mr>A'i 0 qjjj_c QJj^o vJqI cujl J-oJ-luIq jjqJqj 




clLoLlli CLLb-^j - £jluIq jLlllUI 

OL^LlL^HI A-i-o-^ 1 1 ■'■ Q Q I'i o cLulLcl mp 

■ ■■ ■■ ■ ■ ■ ■ ^ 
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1 J4£ <>Q 



^lc joA^Xuiluj jjoI I jLll^I jjcll^j jL&^JJ ^JL^JI ga^9_ll <u>j_£jqJ L&j djljj ^lc (J9^j (jl 
^Ul Shi ni; lljjo^^f) o * ^Ic ojJaj ^HIj JLqaJI IiIa Jfrlior <jjq (jnVil) i5j^j (^Ul Si 1^9 II 
jjnnlij9 ^9i ih II £i^9_ll a^^j <Kini II (j I ffiVi I I iljltl&a L3bol.\ Vinil Q^aj 

JgL^Lu jolIiJI ^09 cjjq^^I oAa Jl^e7..«l ^ -n «7*« l^i lr Jq.^^ II j<ni ^Ul /M Ion II 
♦VRP ^flnici II ^gl^i^JI <&jj£i Ji9ni1 joLLaj jjQ^^fl oAifcJ JjLojIjjq p JgA^ 



show ip interface brief 





£ ft ft ft 

,0^1 Q^.nr; SjqLuJI JjLq^iaJI .L&j iu^LUI ( status) SJLJl 9 local IP interfaces J ^IjJI 5^9-Ll 83^9^ SjJsj 111 9^ 
Jun2il9 ^IIl 0' ^ ln " 1 ' J*-*" 5*^9^9 (data link) J^gjgjj SJLig ( physical) SJLJI9 14L3LJ9U IP address 0^ i AA2J9JI 

♦(0/FastethernetO) Uliii ^9 c (IP Address (1 92.1 68.1 .1 50 0^ S-i&a J*** S^l 9 



EUishow ip interface brief 

"r.ierra-e 

FastEi.hernetQ/1 
Seriall/0 
Seriall/ 1 
Seriall/2 
SerialI/3 
Fasti Fernet 3/0 
FastEtfierneta/l 
SSLVFN-VIFO 



IE -Address 

192.163.1.150 

unasaigned 

unassigned 

unassigned 

unasaigned 

unasaigned 
unasaigned 
vinas signed 
unasaigned 



CK7 Hethad 

yes 

YES SVEflM 
YES NVMM 
YES NVRAM 
YES !TOAM 
YES irVHAM 
YES SVSflM 
YES NVMH 
NO unset 




Status Protocol 

up tip 

adjd.r.ia:ra Lively down down 

administratively down down 

administratively down down 

adtainis:ra -lively down down 

administratively down down 

adrainiatratively down down 

admir.i5srai.ivel 7 down down 

up up 
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show interface 



t IP addressg ( Lslq data link 9 physical) Jul^JI SJLi ci^lgJI j^ 1 c show ip interface brief jJ Jio 
c(delay)jjLiiul ^bUd c bandwidth^WAd t interface IP subnet mask tdJj ^ Laj cIlqL^I JjLo^Ijlo L^l O jQ ^h!9 
SnlV^n II (counters ) Jjbl^dl ^>o c ( ARP^9 data link (duplexj9^9J9jj ^91^9 ^LLu c (queuing) ^IjIacI 
jjLo9i5Lo ^jlIIII O-UJ9 ♦ 0/fastethernet0AA^l9 >ol hi oLjjI JlAll 0^h!9 ^^'q 11 <4^>aJ L^ol.^Vml Q^ n ; ^111 
subnet mask (124) c bandwidth (100 Mbps) c delay (100 usee) c queuing (First In-First Out (FIFO) c 

. (ARP type (ARPA9 (duplex (Full 



Dynamips(0)" Ri, Console port 




Rl-rShow int f0/0 

FastEthernetO/0 is up, line protocol is up 

Hardware is iS2543 (Livengood) r address is caOO . laOS . 0008 (bia caOQ, la08 . 0008) 

Internet address is 192 . 168 . 1 . 150/24 

MTU 1500 bytes, BW IOOOOO Kbit/sec, DLY 100 usee, 

reliability 255/255, tstload 1/255, reload 1/255 
Encapsulation ARP A., loopback not set 
Keepalive set (10 sec) 
Full -duplex, 100Mb/ s, lOOBaseTlt/FX 
ARF type : ARBA, JkRP Timeout- 0* : 00 : 00 

Last input 00 : 00 : Q0 f output 00:00:00, output hang never 
Last clearing of "show interface" counters never 

Input queue: 0/75/0/0 ( size /max/dr ops/ f lushes) ; Total output drops; 0 
Que using strategy: fifo 
Output queue : 0/40 (size/max} 

S minute input rate 1000 bits/ sec, 2 packets/ sec 
5 minute output rate 0 bits/sec, 0 packets/sec 
923 packets input, 158366 bytes 

Received 860 broadcasts, 0 runts, 0 giants, 0 throttles 
0 input errors f 0 CRC, Q frame, 0 overrun, 0 ignored 
0 watchdog 

0 input packets with dribble condition detected 

84 packets output r SS03 bytes, Q under runs 

0 output errors, 0 collisions r 1 interface resets 

0 unknown protocol drops 

0 unknown protocol drops 

0 babbles, 0 late collision, 0 deferred 

0 lost carrier, 0 no carrier 

0 output buffer failures, 0 output buffers swapped out 




_ 
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show ip interface 



£ 9I mask c ACL 9 IPoI91c^(>Lqjc IP protocol^^ JjU^I ZiAZ (ja*Wii$ i>o2 SLLoKIl a Will 9^21 I^l 

... compressionJjIjUc! 9 ^.tVinml) switching 



Dynamips{Q): Rl, Console port 




FastEthernetG/Q is up, line protocol is up 
Internet address is 192.168.1.150/2^ 
Broadcast address is 255 . 255 . 255 . 2SS 
Address determined by non-volatile memory 
MTU is 1S00 bytes 
Helper address is not set 
Directed broadcast forwarding is disabled 
C'jEgoir.g access list; is naz. set 
Inbound access list is not set 
Proxy ARP is enabled 
Local Proxy ARP is disabled 
Security level is default 
Split horizon is enabled 
I CMP redirects are always sent 
I CMP unreachable 3 are always sent 
ICHF mask: replies are never se^t 
IP fast switching is enabled 

IP fast switching on the same interface is disabled 
IP Flow switching is disabled 
IP CEF switching is enabled 
IP CEF switching turbo vectoE 
IP CEF turbo switching turbo vector 
IP multicast fast switching is enabled 
IP multicast distributed fast switching is disabled 
IP route— cache flags are Fast r CEF 
Router Discovery is disabled 
IP output packet accounting is disabled 
IP access violation accounting is disabled 
TCP/IP header compression is disabled 
RIP/ IP header compression is disabled 
Policy routing is disabled 
Network address translation is disabled 
BGP Policy Happing is disabled 
Input features: MCI Check 
WCCP Redirect outbound is disabled 
WCCP Redirect inbound is disabled 
WCCP Redirect exclude is disabled 
Rl#| 




V 



show ip arp 




^Vinii 15III ((Address Resolution Protocol ARPJ^g^jj £j>b jx L&xk Jj.^h fu JjLo^IaaJI ^jjc&I I^j^jj 

^ic <uil J^jjaJI jLsi^JI ^Jl tJjLfiljUl JLuij)! 4uzjL ^Ul ARP jl^lc jx A^JL jL^JI ^jjim . MAC^Usu IP^LLc JajjJ 
(192.168.1.150) 0 hflll jb&aJI ^Uj ^ Laj c ARP J^9jj JiS *±9J** Sidllxj S>J 3 JlAll 0^9 

. 0/fastethernet0AA^l9 ^ JUI 



^ Dynamips{0): Rl, Console port 




Rl#snow ip arp 



Protocol 
Internet 
Internet 
Internet 



D1± 



Address 

192.168.1.1 

192,168,1.103 

192.166.1.150 



Age (minj 
0 
0 



Hardware Atitir Type 

002 1 , 2 9ae . Q3e5 ARPA 

00 1 3 , e 8 6e , a 9af ARPA 

caOO. laQS .0008 ARFA 



Interface 

Fa s t£ the rnexO/ 0 

FastEthernet0/0 

Fa s tE tfc e r ne 1 0/ 0 



U 



® NetworkSet 



Issue 24 - March/ 2012 



r 



show ip protocols 



Ajl^UI J^9J9jj (jl <jjo ^n^VI I iJJjg jLfc^JI ^lc (routing) di^Q7ll Jj^9^9J9jj a^l jOju La ale jjo^fl I .La ^I^Vini) jqIj 

J ^ nil I ♦ojIacI jCj (JiUI cU-^gUI J^^jgjj ^lc aaIsj jjq^/I 1.1a ^jjJ^ <jx dAp7nifl II cULla^JI JjLjLlJI .gjagLo 9^ La£ J?7ni 1 

9^ OSPFJja ^/Tp w7..^n ju ? n Router ID J\ ys^u 9^9 c (Open Shortest Path First (OSPF J^^jxl 9^ alLJ 

. area O^hVimb 24/1 92.1 68.1 .0 KnVill 4^1 jUI <l*9j 9^9 1 92.1 68.1 .1 50 



Dynamips(0): Rl, Console port 





Rl#show ip protocols 

Routing Protocol is "ospf 10 rr 

Outgoing update filter list fox all interfaces is not set 
Incoming update filter list for all Interfaces Is not set 
Router ID 192*168*1-150 

Number of areas in this router is L 1 normal 0 stub 0 nasi 
Maximum path: 4 
Routing for Networks; 

192.163,1.0 0*0*0*255 area 0 
Reference bandwidth unit is 100 nbps 
Routing Information Sources: 

Gateway Distance Last Update 

Distance: (default is 110) 



Rl#| 



r 



: show ip route 



^JLJI i59jl^jqJI (jlajjJ jjQ^fl Iaa p ^7..! iq t show ip route 9A q<..«^..« jL^, Jjo52j ^aIaa J£ J±H <jjq ^.^Tun <J9£^ jjq' 
ojLc 0^19 icLL^9lll J9.1* JiJj jl^9-i g 11 f> I7^n (routes 2) 0^>k Oih! ^ In '"' J 0 -'" ('P routing table ) aju^j Jq 
^Jl ii>9>5Ldl ji£ prefixes J£ Juj>i cy*9 default static route ^ ^>*2I 9 i(24/1 92.1 68.1.0 21 

.192.168.1.1 CUI9IC ^lll jLnaJI 



i^p Dynamips{GJ: Rl, Console 




Rl#show ip route 

Codes: C - connected, 5 - static r R - RIP, H - mobile, 3 - 3GF 

D - E1GRP, EX - EIGRF external r O - Q5PF, IA - OSPF inter area 

Nl - OSPF HSSA external type 1, N2 - OSPF NSSA external type 2 

£1 - OSPF external type 1, E2 - OSPF external type 2 

i - IS-IS, su - IS-IS summary, LI - I5-IS level-1, L2 - IS-IE level-2 

ia - IS-IS Inter area, * - candidate default, U - per-user static route 

o - ODR, P - periodic downloaded static route 

Gateway of last resort is 192.163.1,1 to network 0*0*0*0 

C 192 . I6&- 1.0/24 is directly connected, FastEthernetO/0 

5* 0.0.0.0/0 [1/0] via 192 . 168 . 1 . 1 

Rl#| 
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show logging 



(jJI Jq^qI * jjq^/I jolti^Iuil jcIj ♦<viHkAJI r\\Ju*$\ ( j j q ajasJI (Jjq (jnVil I djol.iVinil c logging<_j jL&^ jIjxI joIj LqaLc 

♦Shifty II OiJLL <jx £jLUI log jL&Ja^f Sj^lgJI Jim? nil 9 JiLqjJ jqj t oLjjI JlAll ♦SjlJjjoU culajxg log 1.1a 



£^ DynamipsfO): Rl. Console port 



Rltshow lodging 

Syslog logging; enabled (0 mMssgca dropped f 2 nieiiipi rate -Ileal ted, 

0 riuarits, Q overruns-, ram dliabltd, filtering disabled) 

hq Active Message Dl7cilnlna»Er 



Ha Inactive Hess age Dis crlna na t ox . 

Cansale logging: level debugging, 201 iressages lagged^, xml disabled, 

filtering disabled 
Manitor logging: level debugging, 0 messages logged „ xml disabled, 

1 altering disabled 
Buffer lading; level debugging, 201 ceesssrjes lagged.* xml disabled, 

filtering dJLdabled 
Lagging Exception aise (8192 bytes) 
Count and times camp, lagcflng htessafftj: disabled 
Ferslacenc logging : disabled 

No active filter module a, 

EEH: 0 messages dropped 

Trap logging: level In Torn* clonal, 51 message lino logged 

Log BuETer (§192 oycts) : 

*Pec 22 ; 31 ; 05 , 2S*: lS¥S-S-C 1 5Eari5_I : tonllgyied from console by console 

* Dec 1? 23 ; 31 : n , 283 : i LI " -S -ChJUSHjED ; Sntei face Fa3t£theme?0/0, cnanged jmcc to atibninistratlvely down 
•Dec 13 22 ; 31 ; 13 -233 ; ^tlWCPRC'TO- 5 - u pdcwji ; Line protocol on Interface Fa-otEthcr/nctO/O, Changed state to down 
'Dec 13 22:31:24*91$; *tXHK-3- WDCW ? Interface rastEthemctO/C, changed s^ate to up 

*Dec 13 23 : 31 : 3JS . £19 : HE PROTO- l-EJ^ElCWH : Line proiocol on Interface rast£thernecO/D r changed stare co up 

*Dec ±3 32 : 31 : ? & . 335 : t-COMf IS I: Configured from cansale by console 



ill | 




r 



ping 




joli ♦ pingjjQl 9^ reachability <jjq ^nVill s<«»«n J±H ^ L^ol.^Tml joIj ^211 ansA ji^l Jj^j^I <jjq A^lg 

**_*** 

(J^joj 9 . ICMPjoj-^ 5<-j * ."71"* °J9*^ ajJI JaajjaJ' ^Jl ICMPjq)^ ama^ <jjq *rjn~s.* JLwjjL ping jjqI pi w?..«i 

9 datagram itimeoufo^ c source interface c count ^ja^j ^ SaJIIaJI JjIjLUI jjq jac jjq^l 11a jlfl?Tml 

—(Type of Service (ToS 

ping 49un 9 192.168.1.103 am^JI 9^ IloL^I JjIjL* j 9 ^j basic ping ^ JlAJI 9^ ^ SJixa^l JnAl 

\( default parameters^l.^VniLi L^jI) 



fnp Dynamips{Q): R.1, Console 




Rl#ping 192 - 16fl. 1.103 
Type escape sequence to abort. 

Sending 5, 100-byce ICMP Eetios to 192 k 163* 1*103, timeout Is 2 seconds: 



Success rate is 100 percent (5/5) , round-trip min/avg/ntax ■ 4/21/43 ms 

Rl#ping 

Protocol [ip] ; 

Target IP address: 192.168.1.103 
Repeat, count [5] : 
Datagram size [100] : 
Timeout in seconds [2] : 
Extended commands [n] : y 
Source address or interface: 
Type of service [0] : 
Set DF bit in IP header? [no] : 
Validate reply data? [no] : 
Data pattern [OxABCD] : 

Loose,. Strict, Record, Tircestarop, Verbose [none] i 
Sweep range of sizes [n] ; 
Type escape sequence to abort . 

Sending 5, 100-byce Id-IP Echos co 192 . 162 . 1 . 103 , tirceouu is 2 secor.ds: 



Success rate is 100 percent (5/5), round- trip min/ avg/ir.ax = 4/17/44 ms 
Rl#| 
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v 



: traceroute 



fuj . pingjjol 9^ reachability ^n^TII <Kinil) ^ -« t«*^ J±q ^ Lfrfll.t^Tni) joIj ^111 du9u\ y&$\ <li\$S£\ ^jjq A^lg 

jOJ-^JI (JJQ JJX JLdjLj jO^Hj 9^fi «<Klnl II J Iffnll (JjQ (jn^TI I ^J lnl.llfrfl II J-LQ (JjQ OjLc VlnM ^Ul lUi^J^II (JjQ 9A JjQ^/I 

* IP header^ ^9^ ^.ilKTime to Live (TTL ALdag <jjq ojLdIuj^I J Ml (y* p±i ^1119 s^qII ^ii j.t.^ii ^ j| nlQ || \ «.\^vi 

***** * / ** \ 

Jja&j cdiuijl J<nill ♦LfcJ drop Jjax joIj (jl Jxo L&jgL^j ^qjx SjopJJ gflni t ^/ ^111 » ( HopSjililjiLoJI >> jjx aj.i Vn jAl^aII gflni t 

..hnn ^19 hop^j 9^9 0 hn host ^lc tracroute 



^ Dynamips{0): Rl, Console port 



Rl#traceroute 192 -163 . 1 . 103 

Type escape sequence to abort. 
Tracing the route to 192.1-68.1.103 

1 192 « 168. 1. 103 8 msec 3 rr.se c * 
Rl# trace route 
Protocol [ip] £ 

Target IP address: 192 . 168 . 1 . 103 
Source address: 
Numeric display [n] : 
Timeout in seconds [3] : 
Probe count [3] x 
Minimum Time Live [1] ; 
Maxim- jr. Time to Live [30] : 
Part Number [334 34] : 
Loose t Strict, Record, Timestarrp , 1 
Type escape sequence to abort. 
Tracing the route to 192.168.1.103 

1 192 -16B. 1.103 4 msec 12 msec * 

mi 




Verbose [none] : 



I I 




Cisco IOS 


Huawei VRP 


show ip interface brief 


display ip interface brief 


show interface 


display interface 


show ip interface 


display ip interface 


show ip arp 


display arp all 


show ip protocols 


display ip routing-table protocol 


show ip route 


display ip routing-table 


show logging 


display logfile 


ping 


ping 


traceroute 


tracert 



oaa ^jh LaJ LLHjJaj ^Ul jjQ^^fl <, tilth II (Jjq <?)n Vil I q<<<*^<* bfrjol.t Vint) {j^a i ^Ul S^IVA^ H <jjq jac lLJLLa 

** ** * - ' .„ ** * * 40 - 

•1^ ♦ Jll^fL^JI pl^°^ ^0 Q<..«^..« OJj3i2il ^Ic t nl.Ttfrfl II Jjjj (JjQ LlJj£j Lfrjol.t Vint) jQJU ^Ul JO^iQ^I ihul ll (JjQ ' cULHjqJI 

JJJ jijgj ^9^9 ijLa^JI L&j |Q9fij ^Ul JliLLaidl ^lc jj^j <jJ 0 LI i\ GNS39I) Q^mini jLfr^ ^lc jjo^^fl ol^ <jjo ^E^UJ JIL09JI 



♦dill ^Li (jl Llj^d jC^liLli (jl ^jIajI 9 p^* r |Q^LlJI9 LLu&IjI aq I.L&J9 ♦ pl°~l I ^Ljj^j 
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if I.. 1 1 g >^t^ 1 ."Ofl. Vil 



naderelmansi@gmail.com 



a.<i... Mii ,-. k..mi IEEE 802.1 1n-2007 
Sjllj j^JLl I dJLLi±ij draft ^ - 1 c l^-QjLgj 1 ^ 

802-1 1 <Lq_CAjQ lZiSLLl^ ^JLlIn ^'fli-' J_Q 

^l^JJ! jLusuJ! IEEE 802.1 1 n-2009 
du^^o CWNP a.<l..,^ll jjbl^U! ip,L^ 

d_J l2j qTT"S 1 ^ jLlSLqJI I S ^UQAJ cLS^jOj-qJI 

^IjJ! L^Lq CWNA J*L^ ^LlS j±Ij 5 

J Oil ^jJI tlii^JI ^ClCl Lj_SjQ <jL^ J_SLqJL jjQ^I 

100/10 Mbps 802.11 jLx* a^j LijLan 

300 J^i 5lc ^^ulij 5 Jaj ^Ij)/! jLai ^ a.<l..,Mll .-.K..MI; ^^L^ Mbps ^jJI ^S/l 

pLj^^JI ^ ■ ")y^ ^1 ( _ r ujj-LgjQ -LgJLa ^oi ' " I g IEEE ^ t i ■ "■ <Lu_j jj^-j ^ ■ ■ ■ '■ 1 1 j ■ <~ njjjU* ■ i 

draft 802. 1 1 £jjLj <jl 2009 ^ $ 2007 <>> ^Lj o^lrJI L^U>u jjI^ ^a* Ai 

jLoxjI Ait 2002 "^ Loja£ Iaj High-Throughput Study Group (HTSG) ^ 

IEEE jj)^ La ^o-C-j <*-L2 jj^jj La j jO^jJI ( __ 7 -la 5-llj^/ 5 A 1 < I , , iM II ,"■!< 1 *i II A 1 -s I V \ I ojLj jjoI a .i 1 ol i 0 1 

a^L^ill ai>-L i iill published version 2009 ^j^ki^ 
802.1 1 a rile ii a i<l.iM ii,~ii<i /:i iinj.t a oU t >>i^ i^ 0 i \oii^v^ tt i; i jLlslqJI IIil /3q° I ia/b/g 

300 ^IaIj)/! jLlslcJLq Mb/S 40 L^a ^ Juaj 3ujj cuLLq 5 

MhZ yS\ ^iLqLlJ SjL1i)/I J£j Igkn ^yJI .-.ls....^?ll aiLia)/L. 




IEEE802.il g 



IEEE302.11b 
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IS data rate JM 

48 ^J! 54 c>o data rate J. 802.1 la/g 
Uiu Mbps 24 Su^ ^Jl J^u ^ 36 ^Jl 

if^ua. J^a^a^l Liifc^jkj^ 802.1 1n jLlsui 

Spatial MUX 5 Beamforming 5 MRC 

MIMO L^^i^U L^q ^TmiL 5 

^ I c J^qL^JlJ ojLii^l d^JLsLo-t r) cm iliLul^g II 

J J-SjQ JO ^ M J J-Q t±Lj| I ^ Lg_J lIiL-lJjI ^jiJI LgJLQJLQ 

ji^i j_Lc Mbps 300 ^ J^lj ^LjUiII 

I sz i l— il lLq-UI oj ^ 



□ f/jiiiiirjl Rjliu 
Osmtjinjng (MRC) 

J Beam Farming 



% T 




toM.llaftcJumL 
<non-MIWQ> 



CofrtbHltngiOWICl (MIMOk 
] Spahal MuHjpao^mg 



T 
T 

T 




T ^ ! 



mi ll»^Cl*r1 

(non-MiMO) 



rrprMftjfimBi k*!io 



(MIMO) 



T 

T 
T 





(MIMO) 



(^jJ! 5 jLjlqJI Ijj^ J_lq (jjo j5-I^ j-q jTK II ^ jfK II 

(jjQ LjAJ OJxJc^ dLLJ^jl^ II ^ HI i < I , , iN L-lL-j-Q-J ^ojAjLajI 

_» ajl^j 9 Beamforming 9 MRC _» \ J9 y* 9 MIMO 

Spatial MUX 

^ 1 ^ cLJLsLQ II 9 OpLo-XJI ^ O^AII (jjQ l^I jLlSLqJI I 

"... . p p 

dUJ-sJL-ijjQ - djojAjLu-Lj ^^-Ll I ljL^j-ujJI ^^-Lc J) 1 1^ I dJl 

green-field 

a i < I ,,iM II d^l^JI L^jlq_ujI - jjLj — Lj I 9 



802. 1 1 n 5 1 IEEE 802. 1 1 n-2009 _. J>yu ^U! 

cLcjj_U ( J_^jllJ jLlSLq. j| j^ia a£ amendment 

^ J9 ku 9 Mbps 600 ^J! JL^i)/! 

Jl jLp. ^llusS/ GbpS 1 0 olLc^ J.-^vi 
ojj^ i I )LiA ^ i< L.i^f rAKt Su > ^ i< I ,,i II jjK i ni II 

♦ ♦♦ ♦♦ ♦ ♦ ♦♦ ♦ 



0^ c>J 9 2009 J^i Lo 802.1 In jLl5lo ^ 

Mbps 600 ^ 



dj| J_^j_oJI ^ jj, ^ II 9 jLlSLqJI ^ji) l_JU^sJI 

RTS/CTS ^jALu-lj j_slj ^qJ 

9 dJ^f cLjjLslJI a << IwiM II ^juLslqJ! ^jAjL^loJI 

* ** 
nj^-v^fl ^.Lo^J Ijjx OAIA ^>Z3ji) ^iaJLJ SJ^LuJJ-J 

~'l< ; , Ml JjLj jju ^oii full duplex dLu^Lii ^ 

LgL^ ^J^J JjLLu djjj ^ Jj J^J ^ JiftTnlQl l 



^.Ul protection mechanism 3^1^ 

JjL^ dJMA (jjQ ^ihlMlj ^jJI 5 802.1 1g ^J-SjQ 

802.1 1 n jL_slo_i J-o5lj ^jJI rii j^j j^ni^l 

802.1 1 b^uLsLaJ Jui5Li 034^1 (jn -.yi.^.".! J^ tn 

802.11a, 802.1 1g, 
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802.1 1 n Channel Aggregation 



20-MHz 
Channels 




q MHZ 20 802.1 1n fOA^ 

40 ^ >JI SLlsj ' 3 MHz 40 

MHz 20 

jLlslqJI Ia^j ^yU! o>$^/l >q^! jL* 

A \\n £n \ II a 11 1 0 q I jl 11 c 0 II ^1 \-kT..il \ j r ( j< I q 

802.11a 5 802.119^1^ 
802.11g 5 802.11 a 802.1 InljLliij 
OFDM ^jj^UI J_jj_slU! I < ^ I ^ j < v I -o^Ia^JLjI 

48 <jjo subcarrier ja^ ajj^j 802.1 1 n <jl 

20-MHz <_yajX. ljIj olio J£ ^ 52 

Mb/S 260 ^LjLuJI J£j Jar* ^ Liojf aj^j 

802.1 1n MAC Efficiency 

^iMiMJIJa^l JMkdJL^ jIxuj pLa ^-SLllLj J^li i MAC 802.11 Jq^qJ 9> J J^aj^U 

jjq^I !a^ 5 ACK acknowledgment JjL^j j <3j>k> Jfai^oJI ahml^j dLo a^LUI UjIj ^Ij 

3lLoLS l^JL^j jL ^o^Aj ^oj ^Uj^JI ^jo JjoLS aggregation ^j^Ju ^o^Aj du\ £±±* 802.1 1 n 

block acknowledgment ^o^l ! 



4D-MHz 




802,1 1 requires acknowledgment of each frame. 



802,11 
Header 




80Z11 
ACK 



802,1 1n uses block acknowledgment for constituent frames. 



802 11n 


Packet 


802 11 n 


Packet 


602 1 in 


Packet 


Header 




Header 




Header 





802. 11n 
ACK 



Distributed ^^ij ^La/mml ±L 9 jlhv *ffb dJl 802-1 1a,b,g ^Lslq ^ ^^iLoJI 
Uio L^jI Ia^ 5 SLLLII ^Lk (jjo a^Lu ^ JL^j jL dJ ^u^aj Jf° interface space DIFS 

Jllai din nllj-J laLjLlJI J)_aAJ cLCjjjJ Jinn V 1 802.1 1 11 L^_jl jO^-Q-J , lA Jj o ' "■ dX- ujJ (jjQ (J I " J 

Reduce Interframe pi ^ ■■■■■■ ^JJj 5 rOJ>JI JL^ l^^j ^1 a < . J ic*.7...vi duLa^JI jj! ^liJ! 

y>y\ 9 Space RIFS 

Jj£ (J-LJ SjUjO jj I JjljliJI J_J_Q_J ^jO cLo_JJ_qJI ^JuLsLqJJ cLjjLslJI ^ o JjU II j LgJLujL ^o^_q_lq oaaI^ aj_^Lj 
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J-uJj-o-LI cLQgjSLQ lIjIjlj ^jJI \n\j\c\ j_sij oLlq (JS 

jj-D lIjIjLIj^I LiLLj qjLs? T Mil ^oj LlLqj (Jj-LL-llqJ I ^ 

code division multiplexing cU-q ui i 5 LgJI i o T m 1 1 

c>o lxlu^lj ^ MIMO duJbJI LiijLlaj 0^-1 5 

JLxj jl ^aij Spatial multiplexing ^^ij 

f. 

^l^DC! c3^-l 5 oLLqJ! (j-aiu ojLjjI jjo ^jL^I 

^Spatial _» l^i 

LiUj aiLcLk^j Spatial MUX auiaU! oi^"^ 
Data rate ^bLdl J£j JaslJ L^Lj 5 I LuMj 5 ! 

^oLLLujI y> V i ^ ^ " \ -n V , , i ^ 1 1 "il I "J/^ II jjx. i_Lu±a 

rt\ A i i n i 1 1 oi^ -O^" ( _ T J-C ^1 ' r I , , i i ^i<ij "i 

^jLjI^ j_lc3 ^ jJI LLoj L^ijp 3x3x2 Mio 

Spatial Stream "^^iJ I jjl jLIj^ 



MIMO - Transmit Beamforming 



^oLj LoaIc ^ ^v...". beamforming i.^iy.<". 
sj^l^ 802.1 1n + MIMO + Spatial MUX 

^yLlI Oj^J^I <jl ,M ^ jLjlSLqJI III* ^OCAJ *i 
^^lc OJJ-SLJUO JjLjI^ Jjlj MIMO 1 1^3 l/)i<" £jQ 
^^jl^-ffc >Q 1^ T nil ^jlJI (^^A^/l SjygJ^I JH^C 

^iq^n T i J i 0 V mIqJI ^^jl^ifc |Q r) ^ j l— Li ^ A }^9 
lg qjlq ^jidl Jo ; I Jjjjj-qJI Lhi±j]$Ih lIjIjLIjI 

phase Lfc j^Jo 5 amplitude 



Wall 



non-802.11n 




OjLjJ^/I d JLS ^ J O J lIjIjQ^J-SLq I) JlLLj o " « J l^i.io J 

feedback 

802. 1 1 n jLls-oj JjoLxIj 034^.! (jjo 3J_ujj^J! 



MIMO - Spatial Multiplexing 

I jLaiiJ 9 MIMO _. Liaj! 802.1 1 n _6 j^j 

^ 9 multiple-input, multiple-output J 

^ o jLqjLc! ^o-j 5 a < < L ,iM II lIjL^j lIj II Sjl^Llj j ^ 

^ JjLlJ^jJL^J^I ( __ u JJJ_gjQ d Ml MljjQ (JJO 2007 ^^-Q 

IEEEpL^I 

J_Q ^ jlgJ^JI (JjJ-Q-J ^^i) ( J_uJjjQ ^ J ) O T m 1 Q jjQ 

lIjL^j ilj ^ jJI^J! jjL^j-iU dljjj^JI (JLl^^I cLi^lA 
jjbLuJI ojLj (jjq 802-1 1 n ^^lJ^jI^JI 

5 ! ^<i...mii mi ^ Access Point 

JjL^oJ! rA<y*i ^ Base station 

♦♦ ♦♦ 

(J-LJ ^Q^ I (^AJI 5 ^,^1 Ml II rOlib-LlI d 1 M 1 L-U 1 

,0 ^jiJI SjlLlJI JjLj^-qJI i /m ^ JjJjjLj! 

(JJ-qJI ^j^SU cLl^_LuJ^ 5 ^il U ^ n duQAiJ! 



Wall 



802.11 nAP 




RX 802 11n 

Station 



5 I Multiplexing a^IMIMO >ii5LJ9 

a.<l...V,-.ltt J -.?,l;«^^ ^IJLjj! MUX 

Lg_L^_Q ^jQ JjljLij^l Jn 1 ^Jji^ tfJJj ^QJLJ ^ 

^IXLLoJI Jlllf) 1 Q H QjLs? T Mil ^OJ l_J J Jj-J L^l^XSLJ j-C 

frequency duu^ij 5 SjLIj^I J. 

1j q! ^division multiplex 

J^j 5I time division multiplexing 0 qmm Lq 
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P 

oj^^l L;r o JjLjI^JI jIj IqK jjjlII ^J_LA 

^jJ-C L7 ^]^l] OjJ-Q (jjO J_jJy_J tfJJj <jLi) a > < I >,iM II 
tliAJgj (jtl nl^^fl ^1 J I Mil ^ Jl 1 OImI^I ^ JLjJj^I 
J) LL^JLQ Jl j o I ^ JLaJj^I Jj|_Ljl^i2^ J J.SLJ 

3x3 three by three ^l^j a -..«<Vi Mi* 

LgHo 5 Jl ifiTnil JjLlj lg an JliMJJ qIjAjLujI j_Lc 

piim^l ^ JbJ! 2x3 Ail* 9 JI^j j! 
ojy^J >Li5Lj 5 Cisco 1250 ^ <jjo ^j-Lj^j 

2x2 Sj^^l 3di Jx) 802.1 in 

* p 

I.Sg I I 0 ; In J-o-S-j ^jiJI Qj<3 >i"°^ ^jj^JUAiJ 

^jl_$ (jl ^ tliLul^gJI Q,S r7s ^5^.5 din nllj-J jLlSLqJI 

p 

p 

^^Lc jLsJoJI !j_^ o-c (jl ^fl J r |_q_q 





MIMO - Maximal Ratio Combining 

(jx. i; 0 i<~. Transmit Beamforming pjp. ^ 

p 

O^gJ^I J_LQ jjQ dJj_Uj_oJI OjLll^l JjqI_SLJ ^ Q > j U> 
Qj^^s I dJ^L_U^_J lg II 1 ft Tt *il ^OJU 5 802*1 1 PI ^0-CJ_J 

1 1 -\ ^ I ^ ; < 1 ^ Lid* 5 802. 1 1 n jLlsjq ^ocaj ^ 
ii^j MRC Maximal Ratio Combining 

(jjO ojLIj^I JL-Uj! da_Q_L$ g (jjiisdl I D 

p 

jjo LgJIioTnilj 802.1 1 n jL_sjq ^ oj^^sl 

802.1 1 n jLlsjq ^caj 03^1 



nan-E02.Hr 

Sun on 



Frame 




non.&Qj tin 



J LlQJLljJ I dLL\ JjQ A^'t'i" I 1 A f) 1 ^ 'l 1 1 Q j_^_Q Lilo Lq_^ 

- * 
(^1 802.1 111 jL-SjQ ^J-J L7 U| oj^^/l J-LQ (JjO OjLlj)/l 

JLlqJLujLj rO^-Q-j y (jjo L^J 834^.^1 OAik (jl 

s 

^ "iljl ..i's '»*>/l o jJ2^LLb d^JULJ Jill j_lAl_Ll I (_y23U i^j-Q L^Ja-SZ-J 

Ll^3 I^-Lxj dJ^-Ljj l^j jl ^ ^ II |03-oj ^ ^ ,,iKc'i^(I 

J^KIj MRC 



802.1 In^jjLdl^JI 

i- ?j |j;<-i 802.1 1 n jL^J! 

o^a jl^f -lUVj ^ MIMO 

p 

^jn ni^l jlg^ II (jL^ plr) Ml jlg^ II ^^-Q 

- p 

cL^JLslq_j S I j ^ J_$ rO^_o_j ^ < I JjjL^ 

ojLIj^I JL_o_L_ul ( - I D a \ rJ wi 0 1 1 ^/LuJjl lIjLLuJI 

* p 
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a V i i < t ? 1 1 tliJjjLJ^/l dL^J ilj J-^-ill t 201 2 — 201 1 tOl-C OjJLqJI LuO^_i^J^A^ OjJLk^fl dU^^I ,_Q 
J_Q^ . dUl-Q-iJ 1^ (jjO^/l ^^-0 cL0J_qJLqJ! JjL_XjQ JjJ 1^ oJ^^^/L L^J_Q_LbJl (J_l£1^J ^-1-1! lIjLuJ-lajJ-qJI 

LU-^-qj (J_i 100/ cU-ljJ-Lj cL^lsu^?! o j « ^ ^ , ci cig l }<o j ^ cLjL cLjLq-^J (J>j°^' pIjjA J) " '! 

^^Lo^l ^U^JJ! ry^w u i ; i jlLqJ! ^ ^o^J LLu! . Honeypot o^j!^ 



: Honeypot Jl ^ loLc ojlaj 



' " 'I ^ jl^-N ^ I C LJLJ JjoL^IjO ^ - LAtliJ ^oLLbJ_^ ^^jL ^ I . HI < i ill II p!^|_Q_C O ^ 1 Jj^l 

ojLjJ I4J LqJI^ ^5 Firewall J! Jl* duLo^J! 334^! ^ ^U^lLJ! 



c rt<;,7tll Honeypot Jl Jax jqL ^ 

aiiAJ! ^ jj>..«< L^jI^ client j'^< J^su ^U^lLJ! li^ <a<J u U£ 

lj? _q ^LLbl^ l_o_^ Firewall L^jlq ^JlJ I ^ DMZ ^loJ^Jjo Jj>^j n ojLc ^< «^ 



nternet 





Honeypot 



DMZ 




Front-end ISA 
Firewall 



Back-end ISA 
Firewall 



Honeypot (Workstation) 



.•\.j<...< .-««tj Workstation 5! Client J! aJU ^ ^U^lLJ! ^ 

honeypot J! J^j Loj±t Lo! . Level Interaction 



<cdj 9 Operating System 9 \ JjoIILo ^l^sum pii^«< (j^lj Ll^ dGLii c 

J! ^ o " ' j ^ j^jA^I "'Ij^j < "'II " <j*i (JLxS ' >>' 1 1 ^ I <~- ^oLLbJJI I «^ <j j 

. High Level Interaction _i ^^U! honeypot 
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Firewall Jl <j! ^ylAl ^ a*l ^ylAl ^Ualll III* o*L ^ >p^ ^ <- ^U^lLJ! II^J ^ >aUI jjlj 

!! jLiIj .*\\«\ d 

: L^jlJLj ^ jJI ^-j ilj My daJLlJI oj^-l^JI J MA (JjO ^^Jaftj I J ^ c 1 1 1 j . . > ^ I r. »^ » 



Capture Honeypot 
Data 




Router 







Firewall 



honeypot J! ^< « ..i i cLo^^ j q 1 a I -o ^ I ^ ^ H LqaIc II J MA (jjo LLszjq 3^j 

p p •* p p p 

capture J! 3^ honeypot J! ^L^oJ! <j >iaj LojI^ . honeypot J! J+i Capture Data 3^ 
oj jl j^J! ^jLjLuJ! 5! packets J! J-b^s ^L^oJ! ^1 ^1 >ia)H jjLU^ J»7>n»» i ^o^^j data 

. ^O^L^qJI (jX- Q II ')' 1 I dLLQ-Q jJ I ^Q-jlj'N II lIjLqjLQjXJ l^J^JJX jJ_C I^Tc-nIj^I L^-qJ I lIjLJLq-C (J_I_Xjj_LJ 

J_Q d CI I CI ^ Jl c ^j 5 a^loj^l j^i ^iaI <*jL 3 ^LgJI (jJ>u Lfijp . 3 ^L^JJ ^5 o^iju^o honeypot Jl '%J 

p p . p p 

. cLq-Iaj^I ^ ij ' ^ 1 ^^i) o j_j j_iU I j|j_uj| q *i<^ o jLlLcll^i ^q-j j_q^ honeypot Jl <_j^9 ^ .'. ^ ^ ^ SlqIoj I J3 j' 1 * ^ ' 



lA^_i I iT<« j^j dLj|_Q-2k (j^oj (J_^_Q (^jLj jl j ' " ' ^ I ^^JLiJj ^ o dL^j_ili LLjjJ (jL^ 5J I^Lo (3-^-1 

<S ^oLt^JJI 




t-a-JLJ 

Virtual 
Honeypot 




Virtual 
Honeypot 




Workstat ion 




Workstation 




Workstation 






=E3P 



Honey d 
Computer 



Workstation 



Workstation 



Virtual 
Honeypot 



Virtual 
Honeypot 
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^jj^ ^ honeypot ^U^u <ulx ^ y> a<«.Mi ^1 J^Mj l^ULq c uu^ 0 ii jma ^ 

roU^u (jjo y<>\ (j\ L* J5J_» C7 U] 9 virtualization J! ^1 ^ 

lOW j£ dJ_o_SLl cLLlSZjQ /'ilV »j<..i .qIjAjLuJ *l '^v Q ^^-0^*9 OQ^l * ioLlb-Ll! jIj_cL l_LDjJ ^qJ . ^0^0^ II 

. JjIq Jxq oLit UjajG ^jJI^ level interaction 



aJLUI JD ^s\ ^c', ^1 , ? ,n honeypot J I .-jll^j j-Lc ji^J! 




^U^u dLi! j^hil honeypot J! A5LJ (jl « ^ 1 - 

d i c- JjLq^J-S-qJI (J>jq jjAI jj_q jo-^ ^ ^ r - L)J-cL_l±j J^-Laf 

. cLqIjVa I j_Ls^ , 1 1 1 L->j I (3-^9 

^ ,*n^ 1 Hioio \ dLoj honeypot J! j_su a' ^ * - 

. tfJ 1 d ^ 

♦ ♦ ♦ 

jLUI jL^J! liLL^ Honeypot JL J^lG y> Firewall 9 ) 
jjM^j Honeypot JI^U^lLI^a^jLoJ. 

a '»! <j ^ '\r^ L^-qJ 1 ^j_Lj I «>> j) c I ' *^ o ' ^ . ^oLLbJj I J3jV -n I 

^,1115 Sniffing Tools ^o-" ^lLlslo jjI^j! (3j>J^ o-^ 
^JJj^ ^L^qJ! c>o >fsu ^ packets J! J1K1 jaj 



J 



5! Virtual Machine d_u^ >j Lo L^Lo^ jL^ 5! Physical Machine Lo 

- # 

: oj-q^IqJ! L^Liijj^U! o^slj pLqjjj! oi^^ . Virtualization JMa l >jq L;rQ ^^ 
. Man Trap 5 CyberCop Sting 5 Tripwire 



(JLs-q j (jjo dJ LqJ ^oLLbJJI o \g I l/^clU?j ^jl . » 'n i 1 1 ^oLLbJ pljjjo^ duLo-^J I dLpkij I ^ nn i^o gt^JJ Lijj^ d_Lc 

* 

Honeypots: Tracking Hackers 



Virtual Honeypots: From Bot net Tracking to Intrusion Detection 
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Lujuucjjuu |jc cU> 

HPdiiuii 



.^oj^_JI ^^5-1 d^— — I— . 



mini hi 

EGYPT 






OLiilij a_L__ll s^^j j^i^H * HP Procurve _L_iij^_i _!aj 

3 COm p I j ' ' HP dSyAl l_jQ_ J-Q-Q ^j<}_Q j_S_ Lq-^ i_l ill I "' II (JL^jQ ^ii J .' .'. ',9 ? 0 <^jj-LJL_ 1 



Li ^5 HP-N ^1 HP PrOCUrve ^ I^UjL ^1 ^^nj ^yLN _b_Ljl pL^I^lc^ j^Ij L__*j ^±a[s> 9 

Networking ^1 j^o^j N 



t (j;jJ-^J! ^-Jjl n»Q II L^jqIjALljjI ^OJU ^j— ' — I nil If) nl II J ^ n 1 1 (JJO^ 

♦♦ ♦♦ 

: HP Procurve 3500 yl • 




http://h 17007. wwwl.hpxom/us/en/products/switches/HP_3500_yl_Switch_Series/index, 
aspx?jumpid = reg_rl002_usenV 



:HP Procurve 5400 z 




http://h 17007. wwwl.hp.com/us/en/products/switches/HP_5400_zl_Switch_Series/index, 
aspx 



O— J_— — Jl _\JJ o-^goll 
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: HP Procurve 8200 z 




http://h 17007. wwwl.hpxom/us/en/products/switches/HP_8200_zl_Switch_Series/index. 
aspx 

Modules aiLb^ JjLq dd\ iJ7 isu Modular Chassis switches ^Jl ur ^iij u ?«t wj..«h 

Lo 

^<..ii ..* 1 cL-lLqUjO jLsLuj) 1 H P "'I ' 1 J^) ' ' 1 . 1 

I jfp Timp Warranty *,? II J< HP JjLIiIj^ .2 

. "«« "« lIiI 'ulqjQ JLLlLzl&jq duJLc op LAS tlilj HP JjLij_Liq_Ljj .3 

. o o j_LjQ o jj2^^ Layer 3 (J-q-xj HP ^ ** * ^3 ^-q^ .4 
HP Procurve ^nnn^ 11^ ^.^^c^^n^n j^. u ^ ^11;^ .5 

Switch 

: Uoo (55X^3 Software Image 34* HP .-»i.?«t wj..^« ^uji j.c *,vii ^u>dJ a^ilL Lol 

Operational Mode 
Configuration Mode 



^jJLlJ! yfi\ dLoj32_oJ ^oL^AIajjI c*uqM_c £-^9 ^1 " jjqI ^1 lIijluj-j I jl ^<..i i ..1 JjjQ cLslq JjoIjlLII J^"« 3-^*9 

. ^q^I clUHJ Tah Uc.x l£Ll^oj 



HP3500> enable 

HP3500# configure terminal 

#(HP3500 (config 



To view possible copy command options, enter the following: 



? HP3500# copy 
flash 

running- config 
s tar tup - config 
tftp 

? HP9300# copy flash 
Tftp 
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To view all available commands at the user EXEC level, enter the following or press TAB 
at the User EXEC CLI level: 



<HP3500> ? <return 

enable 

exit 

f astboot 

ping 

show 

s top - trace - route 
traceroute 




255.255.255. 0/HP3500 (config) # vlan 1 ip address 10.28.227.103 
24/HP3500 (config) # vlan 1 ip address 10.28.227.103 




HP3500 (config) # write memory 



To Delete Configuration: 



HP3500 (config) # erase star tup -config 



Other Commands 



: Show current firmware revision 

HP3500>show version 

. Show memory and CPU usage info 

HP3500>show system 

: Show configuration 

HP3500>show running- config 

: Show LLDP/ spanning tree configuration 

HP3500>show lldp config 

HP3500>show spanning- tree 

: Reboot 

HP3500>reload 
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tlentifi^ation 




)La£ : ^- ■■>'■*■ II 



N + g CCNA ^ic J^l^g .~.K..Ti ^j.i /.A 

^ n I I g n ^lcrt I I i *i ^ri ^rt.^^^A j 
jjgjoj ^jflifij ^Jafl '"'I' II ^jfl -"Ij " 



mil!! 111 

□MAN 




Network Security: 
The Complete Reference 

: " ■ II" 

j_uA ^JJLj LiJJjQ 29 ojjA cLuoMA 

^ Q-u3 81 5 : tliLL^oJI J J_C 




JQie -J 

Complete 

Reference 




Network 

Security 



Examine and im pleinent 
security strategies 
and discover 
proven techniques 



Secure Window", Linux/ 
UNIX, Novell and Wireless 
Security networks Willi 
logical, concise information 



Understand legal 
issues and HIPPA 
legislation 




erLaJlj jjujljl l_jLlUI <>£. Aic 

£l>^>? LSLdj l^g^ Jj-lj (^jJI >lo1qJ 

♦♦ 

♦ P^jLSJI L_LujLLj ^jJLlI Oj^i^JL cull£ 

♦♦ 

♦♦ ♦♦ 

(jja >i-£l />fl'^°; * J < _ ? jJI^ Sc.iij ii 

LLlS Jlil >pJI .iLLj )$si2a 33 . Lob. 25 




C3SST. MCbf • ivuniv Sa.nray< UXSF" CFA r C»SSP 

MORE THAN 20 CO AUTHORS AN D'TtCfalCAL REVIEWERS 




□ 
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^ duLL IBM oSyAil 2-jLUI AIX u^3d cr 
J£ L-jj^j a_ia^ jIa^jI ^Lu* 05^1 ^JLaJI 

lUiI LlLllLAjLII (JjO A_J A_S_I I LgJJAjU ' j-'Q^ ^1 

♦ lIJJa (^^-Lc- (JLio i-jjt^ *i 



^jlc- (JHqJI Ia^ (Jajq L-jj-iiaj LLca (JHqJI l-jujJlLI 

XP , VISTA , and 7 Jio ^jIjIa^I - 1 
oli^-j5aJI ^ 5L , 6L ,and 7L (Jia (J-lqa L7 ^L 

• IBM ^jLLJI 

service packl Jio updates jjLLia_^a lIJLL* - 2 
and , 5.2 , 5.1 LL* Jlo2 Ia^ , service pack 2 

(J>jQ ni j II ( m y±su ^jJI * Q 1 1^>1 JjIajAj^j ^^.ii 5.3 

. dGLjL^I ±i-iA^U Ja^IiUI .oU^j 

automatically ^1 "ioqmi^j^o ^ L^-Lj>Lj 
Maintenace level pn< w)jill ^ Jio^ LL^ 

IBM £-£3-0 ^ I r <j_o L^JIj-jI g-JojLuj j I Jajl <jjiJ.ii 

♦ ^aLo JaLLo ^1 o$±i 
dd^LQ 1 cLuaLiJI l^LLaaUI 0^9 1 Lb.il LilLL* - 4 

Iai* Jlo J-zJ LLd^ bugs joUaJJI cUa5Lo 
3"^ 9 FIX ^ijjJLj Lo J 1 7 » (J-^l ni q II 

^KiViqII J^ 3 dlio^i 1 ^3^3 ^^l^J^/I IBM 



^o^iiQnil (^419 6,7, 5 jIa^^/I Mio LiJLL^.i 
J£j o^oLiJI jIa^^/I ^1 5L or 5 level ^LUL* 
and 5.2 , 5.1 Jia ouc >£ jIa^I ^ ^u^i^j Lo 

\\<^ D 5L "noy^ dGMUl ^^^i 5.3 

, 6.2 ,6.1 J qmi j 34-0 6 jIa-u^MJ dU-ujJ lb il 

. and 6.3 



<>o cr&^i jIa_^I J£ JlsLl L^jI JjIaja^J ^Lu* 

Cr^'S FiX baCk ^CU^L Li>SLJ ililjA-ua^/l OA^ 

J^ImiqII (jhvj J^j du^Lk fixes oj'-i-C' 
Lo L^ul ^JLi^3 J±sJiH\ p"^ i j oa^^qJI bugs 
jjIIja^UI Jlo^^ maintenace level L_jLi^5Li 

^UaJJI Ia^J culsLiJI updates J-^iiUI ^Uail 
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: Hi* L7 Lc JLijo L-jjoiaJ LLc j 



^1 migration J^u ^fiTm jjJLi (to 5 2 5-1) 
System Libraries ^ ^iLAiuJI q^9i » ^^Ej 



cu_Lqjlj .oLiLII , Jl g.lT^Tni Lb_>l J^JLi 5L to 6L 

♦ l ^^^^^ ^^^^^ 

migration 



cdbJI oi* ^ ^Li 53.0.4 ^1 5.3.0.2 
cuI^lII oa^J ^lh Q ll fix back Jl JI>jLj 



j^jl ja^j ^jJI^ oslevel ^LUI command 
oj^j-j ^jJI^ version Jl ^ Jjaaj ^1 ^It^i 
fix back Jl JMk ^ 6' ^3 J!$*l < clKIj 
c^Ii^j (^jJI maintenace level ajj^jlI^ . ,hnn 
c^iiilA^Ji^ii oslevel -r ,JIUI ^vi * ,*Uqa 

: ^LLJI oLbLo ll^i 05-6100 ^10^11]^ 

6 is the operating system version , 1 is the 
release of this 6 level , 0 is the modification 
level , 0 is the fix back level , 05 is the 
maintenace level . 



# oslevel 



5 . 1 



(jjo maintenance level Jja3Lj ^jjjI IjI Ul - 
JI>jLj ^n7ni Luh ^JJLi MLq 007 ^1 005 

{.Jq^ (jjq li^-j oaLLJI maintenace package 

JM^ OJQ J)9,7nll ^ollaj (Jr i^ Itfnhnll^ IBM 

if . smit update_all 





Version 



Release 



Modification 



Fix 



! 1 



MIGRATION 



smit update_all 



// 





cU_Lq-SLj 




0<^S cuJI ^UoJJI jl >qJI Jj^iiUI p' ^ i j c^LiJI ^u.^vi a^I^j ojo ^1 jj^/ cdLJI ^ - 1 




?53 MLo 



♦ letdown 3Fr^^ 

. maintenance mode ^Jl J^jJL 

: ^i^LS change/show installation setting and install jUi^L Lj i^ 2 t u<\ - 4 



Welcome to Base Operating System 

and Maintenance 



Type the number of ygyr choice and press Enter, Choice indicated by »> 

>» 1 Start Install now wilh D&fault Setting 

2 Change/Show Installation Settings and Install 

3 Start Maintenance Mode for System Recovery 



88 Help ? 

99 Previous Menu 

>» Choice [1]: 2 
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: ^fjU..AM ^ booting <u^l£ ^-o JjasOMj jO^£j 



1 d jH^-j ^o^JLj ^o-j " 5 



Installation Settings 

Either type 0 or press Enter to install with current settings, or type the 
number of the setting you want to change and press Enter. 

1 System Settings: 

Method of installation ...... New and Complete Overwrite 

Disk where you want to Install ........ hdiskO 

2 Primary Language Environment Settings (AFTER Install): 

Guttural Convention ..... C (POSIX) 

Language . C (POSIX) 

Keyboard . , . , . , . C (POSIX) 

Keyboard Type Default 



3 Advanced Options 

0 Install with the settings listed above 

88 Help ? 

99 Previous Menu 



>» Choice [1]: 



Warning: Base Operating System Installation 
will destroy or impair recovery of SOME data 
on the destination disk hcSiskQ 




New and ^jL^JI jLi^^l cy* ^ 





migration install jLlLj C7 i^ 3 <o£ >ll oIIj <a3 - 6 

^JliJLj^ Complete Overwrite 




Change Method of Installation 

Type the number of your choice and press Enter™ 
New and Complete Overwrite 

Overwrites EVERYTHING on the disk selected for installation. 
Warning: Only use Ihis method if the disk is totally empty or there is nothing 
on the disk you want to preserve. 

Preservation Install 

Preserves SOME of the existing data on the disk selected for installation. 
Warning: This method overwrites ttie usr {/usr) B variable (/var), temporary 
(/imp), and root (/) file systems. Other product (application) files and 
configuration data will be destroyed. 

Migration Install 

Upgrades the Base Operating System to current release. Other product 
(application] files and configuration data will be spared. 

SGHelp ? 

99 Previous Menu 



>» Choice [2]: 1 
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maintenance J ML c>° \' p':*" Lo' migration olJ_o^ a£ o5^» 

: ouj^I II , ^LloJI level 

j : qA?ii ^Uaj Miai ^jjji^j^i IBM ^5^o 4>o Maintenance level Jl Jj^J - 1 

Maintenance level Jj^j$ IBM ^B^o ^Jl l_iLl jJL 04 5.3 ^Jl 02 5.3 oj» 

. d <ljU..il ^^ic 4L5Lb£9 04 5.3 l_i ^yaLiJI 

^liJI ^o^l J^U. 4>o smit menu L-jL&jJI^ CD-ROM Driver ^ .ijU...vi - 2 

. smit update_all 

oIa t' install <oj dev/cdO/ ^JLUl^ ^ 



♦ shutdown -Fr ^JLUI jjo^/I J^jla reboot J^5u ^£ L _i±^in\ ^l^j ^su - 4 
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lentifkation 




Understanding Trust Relationships 



jJI aJLS uloLlu 



I i.7* n . j C ^ 



I) || || |[| 

YEMEN 



: Domain ^ c^Lo 2L^±JI ^LSMx, 

3l£UI jjLqUc LL* . >kl Domain 2l£xJI jjLqUc 
J^b/I Domain _ll Domain oj-LjI l^hLq 
_LI 3l5uLi authentication ^inVf II Suoa^j ^ 
Domain _ll j^l ic ^ ^Tmj £[9 ^iliJI Domain 

(jjo Domains _ll cm-jLo Iniij u ohio ,hii jl ^ 

oji^^ 1 o X9 CPA 1 ' ^ S ji I q c ^ io ^\ T 1 I (J^l 

.a^I^ Domain ^lc 



^1 Domain ^ y£\ cm-jLo 3L£Ul ^jL£^Lc 

: 3lqUI 

: Direction oL>j2I • 
One-Way ^19 oLJil 6' SLElJI 3l5M^ 
obJ^I 3l£^U . Two-Way ^^LLi^l 5 i 





DOMAIN A 



DOMAIN B 



j^jq^JI Domain _ll ^ i^wy..^!! 
cuJ^iLj^ <d j-L^j-j ^1 (3^o (Trusted Domain) 
Domain _ll jjI^qJ J^jJI JjLp>M-^> 
o^o^TmiqII c >U c (Trusting Domain) <u 



n„r> ^/ (Trusting Domain) ^.i 

^ . (Trusted Domain) _ll ^ j jl^J ^jL^M^a 

(jjQ <Lqj (J q9 1 1 (jal^Is?q II oL^J^fl ^ljLj 

♦ <3xd>LaJ^/l 



^LjL^J 3 < 1 ill I l-LQ-LJ J-Q-5LJ 2uIjjJI 

a^I j^jI AD DS Domain ^^1 

Trust 3l£UI d^yisu J^su o 3 <^ 3ULJI 

Lc J < iii j 3L£Ul ^1 c Relationships 
Trust Relationships 3L£Ul jjLEMc jI 

: Domain _ll <>nAj ^ SlSUI ^Lo^Lt 

<LqM_c ^,vnj Domain _ll ^1 ^ohi 1 jl^JI Loj-L^ 
11^ cul diiiill oj^ c Domain _ll jjo 3c£j 

J) t Vf II d 1 I Q C [9 I q9J ^jLQJAXllLqJ I ^QnlJ jL^JI 

authenticated j-l^JI 3loK^ ^^Tni Q ll ^1 <jjo 
^ ^ (SAM) _ll (jjq U K Q II 3I49JI c>o lwjJ 
^ ^1 Domain _ll ^ J) 1 n^Tll 3uoa^ ^jJ^ 
-'j L^jI Domain Controller _ll^ . AD DS 
<3jjob J^l (jjo Domain _ll ^LLsd 

Users 7 lQ nii ^Jj l^iL^j Domain -Jl 

l^n jj-b ^ Group 
L^jI . Locally jL^JI Cr it J^jJJ ^L^M^JI 
-II _i 

^lc ACLs _ll ^Jj I^-qL^j ol c >1ojo Domain 

pLbx-l J.^ . pi ta 1 H ^t-Lc- SlsljLLs ^1 aL^jq ^1 »l q 

_ll jjq 3L£Ul jjLqMc ^aiAj ^o^jjJ Domain _ll 
^1 Domain _ll J9^ 1 I Domain 

^JUQ jAIjaLq II) j'^l LsiJJ 1o_Lj_lJ^ (JJjLjQ 

<LqjA <jL^^9 (tljLc>^)Q^ q 1 19 

(jjq (^jLaaJLlI S 1 1 o c p jJLj ^'^■■'^ 
j_ujJI S q1^9 ^jAjLalq II ^o-jjjI 

(authentication) 
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3 \ forest _ll J^Ij SlqUI ^LqUc ^l^jl ^ i_q ^^uJJ^ 

:(Trust) SlqUI (Cl^jl 
!(;!■]»•■ (jf j Trusts _ll (jjq £^9-jI SlsljjI l^JLL* 

: - External Trusts - ^5^1 
-JI9 Domain ^i^ J£liij ^JJl ^li^Ji Lqj_Lc 
lIijI c lILq^ Forest _ll j-ij ^^-J ^LS oj Domain 
External _ll c External Trusts *LAjj ^JJ ^Li^i IjI 
^Lq^ Domain c^Lo Slqj SLBMx, 3^ Trusts 

Lj Domain 3 Forest _ll 
:2lJIUI o j5^dl JlioJI Jj-l^ ^ Forest 




sales.worldwideimporters.com _ll Domain 
i t nh c europe.tailspintoys.com _ll Domain 3 
c ^^jLxlqJI IjI Sales _IL j^L Europe _ll 

jjl y^. . 0 <m ^lc I^I^^j c>i^o Sales _JI 
Ji* jjl^ l^lii^ 3I Europe Domain _ll 

. Europe _ll Domain jjLqIqJI^ ^LsuLbJI 

(jja 3Jlj LU J oj^L^aJI M j 3J (jl-0^9 

worldwideimporters.com _ll c^Lo ^^Uj^I 
^^Islj LL* ♦ asia.tailspintoys.com _ll Domain 3 
I^Lk^ij <jl o-ic^Q Domains M£ ^ ^j.^.%^?... 0 n ^1 

( o^j1 tgjLLc j^siul ii^j Domain ^1 j jI^jq ^lc 

♦♦ 

External _ll J£ <jl Js^ ^3 ♦ ^^UJi^l <>o Slqj 
^^Islj non-transitive c a^lc i^siUj Trusts 
worldwideimporters. _ll ^1 <jiuo c^oj ^jlJLSjuI 
sales.worldwideimporters.com _IL £L com 

worldwideimporters.com II3 0 j^^aJI U£ 

L&LLslq oii^o asia.tailspintoys.com _IL j^L 

sales. ILj j^L asia.tailspintoys.com _ll <jl 

worldwideimporters.com 
.. non-transitive ^^isus o±j* 





^ Domain B c>\ ^ U7 ll\ 9 
By Ll^dI >Lil SlqUI jjLEM^ o^su 3 . Domain A _j 
Two-Way <3^*bJ^I ^ Slqj a^iU Default 
^LisdL I^Ij Domains _ll 2ULJI L7 h 3 . 
. Domain ^1 oj^^^JI Objects IP3 

: Transitivity SuJLaij^J • 

_> ^ Domain A SLJIUI 8 J5 ^JI . ^Loijl 
IjI . Domain C _j £L Domain B $ Domain B 
_> L^_il ^ij Domain A hi c SLJLqIjI SLSMsdl j^jLS 
oli* ^ SlJLoUI ^ijLS IjI ^ . Domain C 
. Domain C _j ^ ^/ Domain A 2ULJI 






DOMAJN A 



DOMAIN B 



DOMAIN C 



: Automatic or Manual 3 ^LolUI • 

ali Domains _ll Forest _ll ^^liu ^ 
Tree J£ ^ domain J^l 
^ Tree ^ Domain J^L ^ forest _ll ^ 
Parent cuip lMu ^ Child c Forest _ll ^^Ju 
LljLLLj i^u2 SlqUI jjLqMc JS . Domain 

l^oij Domains _JI JS ^1 2^1111^ . C ^L^^/I 

j_u_JI ^pl^j |0 j_LLu-loJI ^o-luI (jjq (3-^-^-11 djJLo^9 <^ J'^ 0 .* 



Lbji^ . forest _ll ^ Domain ^1 ^ic (>1^jo 
<>jo Global _ll f5-j (>jo ^Lc^q^qII^ ( 3^jA1uxoJI 

♦♦ 

3lc5^jo ^Jl JjL^j 431 (^Ioa Forest _ll domain 
jjLp.iLa I4J ,nm 1 431 (3^03 domain Local <c3i.ll ^ 

3I ,iK o 3I lALo xfJ ACLs -Jl <^-o I h ^ \ (j\ (j-^-qjo^ 

^ . Forest .Jl iyisu ^ y±\ domain ^1 ^ SlsuIId 
_ll y±\ Domain 3 \ >l forest ^1 SlqUI jjL£Mc 

M 

. L9X1 ^iii'j ol ^ ) Forest 
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:- Forest Trust -II-^IUI ^^Ul 

Forest i Lo J^j ^1 jLi^^l ^^j^u i^b o_^q c Ign^ Forest _ll LgJ ^gin 3*1^9 
transitive duJL&ijI 2l£j SlSMc 05^9 c^L^il 6^ 5' oUJl <jjo 2lqj o-c 3 jL_c Forest Trust _ll ♦ Trust 
_ll Domain Forest Root Domain _IL 0 qmm U£ ^5^1 Forest _ll Domain J^l c^Lo 

♦ ji^l ^b^j 3 jj^Wj SlljUJI Forest 

11^9 tailspintoys.com _ll Forest 

worldwideimporters- _ll Forest 
transitive SlJLqIj^Lj LL^ ♦ com 

^i*.) SlljLj Forest _j j^Ij forest UJ cul 

♦♦ 

Forest _ll ojq 5ll^ jiJI Domains _ll 

a «<o"^ SlljIUI Forest _IL c £ij 

£9-UI (jjQ ^Jl SLiiiJI {j*«<<- toM^JI Ij.^5 c 

c^-lq±j LLi j-c lo£ External Trust 

♦♦ 1 

♦ OLOJLuJ 

♦ 

^1 (3j>ki 0^9 Domain ^1 authentication J^u ■q.i^TiuqII ^l ojo LU <*qmm aiiill ^ ^^Ul 11^ ^.09 




TAIL&P INT0YS.COM 
FOREST 



WOR LOWIDt IMP0RTERS.COM 
FOfiEST 



^^UJ^L j^jL^ a^iJI o^ 1 >^ cr 1 ^ c3>° cr" s j^J' lo ; u c forests _ll c>* 0^9 ^ c£> ur* Domain 

♦♦ ♦♦ ♦♦ 

Two-way Trust 

Domains _ll J£ c >-ljLq Slqj J^lj LLjI jl >c Cr Lc o^jaj^ dd^su <>1^ SLbLmj J^j a^iJI <jjo ^^Ul 11^ l-jliId 

^j>i ^l (5^1 3^>dj pi >»iij j^qL£ ^ Mi* cO^lj f^UI oj LslJ^ 1 External _ll ^3 forest _ll 

♦« 

.. Forest (>o >i^l 5 j±i£ a£ ^1 o3^J 5 1 ( a^Uj Lo j jl$oJI jLiij o' 



: - Shortcut Trust - £iim £^111 

(3^5 TWO Forest (jjuLo dLoj LLLqX. Mio 4-JLlII (JlicJI (jtajla 1 1 «. "j^"^ a <_>i±j dLoj ( __Lslj 2u>ujI 

♦♦ ♦♦ 

_ll ^ ^J] ^^/l Child _ll 3ULJI ^ L-jLda ^jlj Child aLo ^ Child Child 1^ ^ Forest 

«♦ *♦ ♦♦♦♦♦♦ 

jL^qJI 5ULJI ^ j ^ dujliJI Forest _ll Child Domain ^iJ > j^j Mi^o aKj c^^I Forest 

Forest _ll aKj ^i^Ij oLo^i ^1^ ^1 />l<j Child jAl Cr isLoJ cr Lc^l ^Jl Jiu^^l ojo o^l^j 

2lJLo5lII (J-oju-j 51*9 SlljIUI Forest _ll ^ Forest Root Domain _ll ^'<j l-xaIj cha5u 5^ Root Domain 
_ll oj Li^5u 11^5 dO^j ^Jl Child _U ^^5^ Child -ll^ Child _ll J * :: Jiu^^l ^Jl q5^j ^^sli -<<> 
J^sllj Li ojJ_c j^^o >i jji" >n ^1 Child Domain 



1 J^jJL cd ^loj9 Authentication p.%^?..«^n 

5^ 3^1 ^nj Shortcut Trust _ll jjo <>U ujlJq 

^ Child Domains _ll o±jLo 3 3l2Mx: 
^b^j 3 jj^Uj Forests _ll c^Lo 5l£UI jL^q 




AS IA.TAI LSPINT0YS.COM EUflOPE.TAI LS P INT0VS.COM U S^WINGTI PT0YS.COM 
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_ll l^ljLo Authentication _ll SLJU^ Shortcut Trust _ll ^ # ^ 
SLSjjlaJl ^^liu tilL-LU ^ dul (jfcjjla o-^ Forest <jjo >±£l Childs Domain 

oii* l. i^rts g cUjo ^^lcJ (^jJI Domain _JI ^1 Domain L_ii^Ji_j^ 435-0 ^jJI 

♦♦ ♦♦ ♦♦ 

e 




2UU ^1 ^5 c 2l£_jLlJI x^-j l ^-Lrj IjU Lii Two-Way 5I One-Way <jl o^qjq Shortcut Trust -Jl^ 

♦♦ ♦♦ ♦♦ 

One-Way Shortcut idLu* 3 JD ^w ^ J^MJ .Transitive SLJLqIjI qj<": ^1 ^LJI oi^ ^ 

Lq j-Lc l-jllJq . asia.tailspintoys.com ^ ^ wingtiptoys.com Trust 

* ♦♦ 

j jl^oJI (jjo j ^1 . ilh J wingtiptoys.com ^5^5^ Mi* ^lc Ja^j asia.tailspintoys.com 

wingtiptoys.5^ ^jJI Domain _ll ^1 a j^jL* jLo^JI jAL <jl o^jq ._±lbJI wingtiptoys.com ^ Sjg^^oJI 

*» 

One-Way Shortcut Trust ^p^a a .«<«n ll^^ ^jLoJI ^ Lj^Luaj jLo^JI jAI com 

** 

i±L asia.tailspintoys.com _ll ^3^5^ Ja^j wingtiptoys.com ^ ^jAI^i* LqaIc 

.. Transitive Lg-jl Forest Trust _ll Mhyc U£ ^jLlJI U£ La^L^ jLo^JI 

*♦ *♦ 

^jJI Domain -Jl^ usa.wingtiptoys.com c>±Aa Two-Way Shortcut Trust L^jI LjIslq 5 ^ig 

.. .. 

authenticated rc^JU^Li ^1 Domains _ II M£ ^ q^o^TmiqII ^^Lsu europe.tailspintoys.com 

♦♦ 

.. p.%A.?...j ^ji Shortcut Trust -Jl^ c jA^I Domain _ll ^ jjI y\ D y ^<\\ 



: - Realm Trust - £jl >ll <cg-LII 

(J-Q^fl (J^^JJJJ 5I (JJQ^/I cLq J_L dLjLQ-Ql^Ilg >Aj-Qi-J (J-O-SZ-J ^JLiliJ LqJ cd^&jg Jjfl^ *Q nlfl ^^JJI 

Domain (Windows _II lhjLo Realm Trust J^5lj ««u?„«i Cr L SL j t Platform ^1 c >-ljLq (Kerberos v5) 
L-jula . (Kerberos v5) _ll J^%j >j ^ ^1 Authentication _ll SuqjA SLlLc J^uo UNIX jl^ 5 (Domain 
Two- LjLslq ^j-uoj L5 ^jL^UJ^I ^ One-way J-^lj jj-oj One-Way Trust o-c 3 jL_c ^^JJI oj 

dul±3 c>^o ^ Non-Transitive ^JLEIjI y±t (By Default) L^bl >iil <^ul ^piiJI SL^LJI^ . Way Trust 

** 

. Transitive 



Forest 1 



^rent/Child 
Trust 



Tree/ Root 
Trust 




Forest 
1 nmt 













Fonst 2 



non-Windows j^i^^j^jLo ^ O iuo ^1^5 (Kerberos v5) _ll SULc 

non- 5^ ^1 jL^JI ^ c ^jAI^ 0 JI Cr Lsu Domain _ll ^Lo^ ^ ^LL J^j c ^1j ^^JJI li^ lil 

M M M 

. o jjIiLjo 3lJLc>5lII o^J c Domain _ll ^ j ji^ji J^jJI ( o^J oj o^qjq Windows 

♦♦ 

^ qjq Domain j^j-Lj^ ^ I r> j^aIj^JI &a\1m\q I Map (J-o-su (jl 43^0^ L^jI I j.^ - -julIq 

non- 314^ Cr Lc (Kerberos v5) >J^JJ o±L*£ 
^ojAI^q l_jLluJ ^Lq^lJI dul L;r isL Q _j c Windows 
non-Windows 314^ L;r Lc dO^J 35J-LJ9JI ^ 

group policy, home directory, JliJI J^nn 
SllLc ,oM1JI J^ku ^^Ul li^ 'o : u ^ ((.etc 

Islq Trusts _ll ^I^jI LLI ^^Iij 
Tree/ Root 

♦♦ 

>dj ^ roJ Parent/Child Trust _ll 5 Trust 
Built in O onii9 By Default l^j^f 

.. Trust 

♦♦ ♦♦ ♦♦ 










External 




Trust 




Trust 



Kerberos Realm 
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j-L^ajLQj (3_lLjL»jJI i—tlclg : l±LLj ^qI o jig ni II oAik (J_u3.ii I <g J I 3-^9 ^?l ajjaJI ( ^J-C ^ILaj LqJLL^ (JIJjjJ 

2L£ ^ L^qa£j ^1 CCNP Security SjL^ ^JJ^ v; ...h (0 icl X9 Ja£i ^jI^ij Cr J-c ^IJ^ 
05^1 (jl «;* *n Ia^J EC-Council <>q Suqa^qJI CEH SjI^^, ^K±AJI (jjqI JUuq ^ j<...j...« 

* JAiJI 1,1 Q 1 ^LSjO (JI5-LC 3^ Jljnt II 1-1-2. 



Jl nil (jl Ja.S $ JIJj^JI Iai* ^jJbJ J-i^Jjo ilijl J-i^ SuIajJI 



J-Jail (Q£jl Jljnt II lli* l-JJ ^14^3 I^Li , Jljnt II 
^ o U> 1 n jjlC (JI^jjJ < J_j_L^JL S ^jIjjlj^ujJI ^q| jjgjjl 

^ IjLpij jA^M (jx. d-alla a joLgjo 

JIq <5>*Js CCNP Security Ji* ojI^iJ 

IjLi, CEH 

^Lq^IsloJI ojqI 3 Network Security ^K±AJI 
ajL^j pjg™ ^JUfri, Information Security 

3.^3 JK Q II 1-1-2. (J JM.1 M Q II l_lLcI a_Lc 

Ojq^L J^LslG UJUa ^La. ^jIjI^Ij ol 
3JLl5^J| ^JJ ^uojljLuj^ ^^JoLk ^ogg no I A--- 3, 

♦ /J-CJ l-iLj^jLjJjQ / —II (J^-uO^JI^ ji^f (3-o-SuJI 




LgJL|.£ JIJo^J ^1 ^.i >^-CLJ (jl J-LQ 

Jl^^fl l-lLc.1 ^.i J^LoJI (jl 3.^ Lii^ qaaaqI Lq, 
^jUI ^jLq^IslqJI ojq ^J^l a^JI oaIc o5^tJ ^ 

cLujIjj ^.i ^jjJq 3uIj-lj JIjLq JjLoJI (jLi 

^hlnllnl ^^^^ lIjLjQ^-LsLoJI (JJ0I3 iliK I Mill cLjLqj^ 
^JJLQA^JLq II 3J-£J ^jQAAjQ ojL^-iIj tHiL^JL^ Q Q 



^U^jL^Lj ( o1q 6' ^dc- -r 1 ^ *ch^ ci 1 

ol^ (jl oJaj X9 ^Lq^-I^oJI ojqI^ JjLSaAJI 

U> II i iO,^l ( J_J dJ^_LuJ_J lIjI t MlL-U^fl 

cLljjIj j_j lIjLlujLuj^I ol^ ^ 1 c J^»"> ^ 1 13 

:2LdlUI ^jIjI^AJI 



* 

Jl .^ia?ii ^ oj>JI >i.u«?... CCNA - 2 

♦ 

CCNA ojI^Ij LqI Sl^jjIj ^II^oj ^JJj a^u - 3 

ojq^I ^jU^jLljI cr Lc Jj + Security 3I Sec 



Lqjq (JK q II Ij^ ^lU.^n ^ I c ^qjJlLII^ <Lil II3 



c^^j o ^" 1 Ci' c^! °J>°' Ci^-^ J J 

(j I cLq jJLLq Jliljlgni 1 ^IvVo JI3-UJ ^1 ^Jl 

oj^ Jij ^oJjo JL^ ^.i LqI, 1 ..il ..iVI « 
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^1 ^Igj^/I ^ ^UL ^JJj >i5lj 5 Su^ 



^qjjuJI ^.i ^1 \r i..«v..i mi CCNA Sec 



0JI4AJI ojq cr Lcl ^ 3 i^> CCNP Sec 
L^jq jJLj ^1 ^ic^l ojIfliVill ^ CCIE Sec 

j * ;^ l— lSJ J^LLaJ ^j| ^j<q ; ^ a ill I 

♦ 1^53^1 £X3 J-qLrUI^ 3_l1q^I Ifll^K (jnhl ^.i 

JNCIS-SEC - JNCIP-SEC - JNCIE-SEC 



Lg-jljlg m» |Oi£j ^jjk^fl ^-^5, IjK; mi II cLjUj^ 

♦ ♦♦ I I ♦♦ ♦♦ II ^ ** I ♦♦ I A 

Oj 1 ^ 0 II ^1^ ftj 1 II Q II (UJXLl] ^yOj-ik (J S M I I 

2t£ >iJI oli* ,oa£j Fortinet Certification 

♦♦ I A ♦♦ A ♦♦ ♦ ♦♦ 1 1 I ♦♦ I A ♦ ♦♦ ♦♦ 

o jL^Aj Jj^j . 1 1 ^ c^hn^^ 1 ILj Lg_»JLgjli j 1 q 1 1 

\\<^j ^lli^oJJ ^ >kl9 SujLLII (jl jajJJ SLL^xlLq 



(jL^^ Inn I lIjLq^IsloJI iliKlnlll 4>ol 



3 q II Lg-jj^j^l^ 5 ^ 1 n 1 1 1 dLuLajLlI 2LjuLJLj 

(>q A^tUI 3^ J^LAJI ^ 

^03^.^ ^5 1 l-JLLjjlLJ I ^ O.Q^-J |OA^5 I g 1 Q-C jlj qTmiI 

JjLifb J3I ^j-c Lglo^ j i^Tnj 034^^1 

j| *M n r j.^Vn,.., SLLSLuJUi OSI Model />Q 



dJl ^ 19 1 LqjQ ,2LSUj^l tliLS-JoJI ol^ ^J-C Lu^jl 

^J^^fl 5L£j-LaJI (JjllqI qj ^09*1 II l±LoJ-Lj 

SujUiLQ cr Lc Li^U[9 Application Layer 

2LS-l^JI ol^ ^5 g 7 m 1 o l^jj^j ^^jlJI l— iLqj^JI 

^Jl lILLo ^Ll^JLuJ LgJl LgJ^I l-jL-ujI 3j-slI V\fi\£ 

^1 1 Mil LiJLLi^ o-^J^ cLjIj-JI (jjq LliLoAgJI oi^ ( j_Lq 

5 Network security ^ >£JI 

Information security 

J^LaUl ^1 Slq^Li I^IjU^J Sl^lAJI o^^f 
SujLUI J^ 5 Su^liJI SuL^JI 0349.I ^ 

Ig K.Q ,lHjLl1^ o llg (J^^^JLj ^ Y 1 1 1Z1 lj.ii jjluj^ 
f^l fiiirts (jL^ IjI lfl9o JjoLslLII (j nVI (jl ^ ; ojg^l 

,l!jK 1 Ml II (JjoLj ^Ak^AI Q (JjJ J_LgjQ o' 
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Ej EC-Council 



^Iji^L Su^liJlCEH 
Offensive-Security 
idl ^$sA ^3 Sans 



. "A \\Q/:t II ol^ J 5-^ 2uo jLS lIj^/Lojo l±JI i ^ 
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